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Chapter 1: Preface

About GTConnect
GTConnect is a subscription service built to streamline your Human Capital Management processes
and alleviate technology and data challenges. It provides a powerful remote device management and
diagnostic tool that connects your devices and software throughout your partnership, creating an
integrated network that can be managed in real time.

B

0]

Remote Device
Management

Manage & configure your
devices centrally. Keep them
up-to-date and secure

proactively & conveniently
with a single click.

Remote Device
Diagnostics

Access to our cloud
diagnostic platform. Your
team can provide ultimate
support and service to
customers with advanced
tools including remote
access, eliminating the need
for engineer visits and
reducing downtime.

System Management
Seamless backup and
recovery services. These
ensure yours and your
customers data is always
secure, always available
and automatically backed
up in the cloud, providing
unrivalled protection against
data loss.

Identity Management

Biometric and personal data
can be managed,
distributed, and backed up
securely and automatically
across networked terminals
to ensure you comply with
data protection laws.

Technical Support
GTConnectis supported via
our dedicated Technical
Support team. Providing
guaranteed response and
resolution times, minimising
downtime and maximising
productivity.

Data Management
Integration from devices to
your HCM software with our
‘cloud-to-cloud’ Middleware
platform, minimising
development costs.
Communications can then be
transferred using a single
connection, reducing your
operational costs.

+1 800 989 5197
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What’s Included?
GTConnect provides a single integration point for you and your data, using your technical
specification. This means the transition, implementation or expansion of your devices is easy.

The key benefits of using GTConnect include:

e Remote Device Management.
e Remote Diagnostics

e |dentity Management

e Data Management

Remote Device Management
Manage and configure your Grosvenor Technology networked devices centrally. Keep them up- to-
date and secure pro-actively and conveniently with a single click. This allows you to remotely:

e  Update applications.

e  Update firmware and configuration files.
e View the status of each connected device.
e Update groups of devices together.

e  Generate tablet invites.

Remote Diagnostics

Access the Cloud diagnostic platform. Your team can provide ultimate support and service to users
with advanced tools, eliminating engineer visits, which reduces downtime and operational costs. This
allows you to remotely:

e View log files.

e View and control each connected device.

e Reset & Configure connected device.

e  Troubleshoot devices through the interactive view.

Identity Management

Biometric and personal data such as PINs, card numbers or preferences can be managed, distributed,
and backed up securely and automatically across networked Grosvenor Technology devices to assist in
compliance with data protection and privacy laws. This feature also allows your HCM software to
understand and use Personal Identifiable Information (Pll), such as biometrics, optimising the
performance of the terminals and your software. This allows you to:

e  Create groups for real-time distribution of data to all devices.
e  Apply and manage your own data ‘consent’ and ‘retention’ policies.
e  Secure storage and backup enrolled data.

gtclocks.com @ GT C LOC I(S ©GT Clocks
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Data Management

Our cloud-to-cloud middleware platform allows simplified integrations from your terminals to your
HCM software, which reduces your development costs. Communication is then transferred via a
single connection, which reduces operational costs.

Data management allows you to:

e  Make real-time forward transactions from terminals to software.
e Automate import and distribution of employee data to connected devices.
e Automate import and distribution of configuration data to support operation of connected devices.

System Management

Leading data backup and recovery services. This ensures your and your customers’ data is always
secure, always available and automatically backed up in the cloud, providing peace of mind and
unrivalled protection against data loss. This allows you to:

e  Create disaster recovery backups for all data.

e  Have high availability and elimination of maintenance and downtime.
e Single sign-on integration with existing IT systems.

e Have region specific hosting to meet data sovereignty requirements.

Related Documents
If required you should also refer to the following documents, available from Grosvenor Technology:

e  Solution Design Documents, relative to your specific application
e Device User Guides, relative to the devices that you take
e  GT Tablet User Guides

o /G CLOCKS
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Technical Support
Technical Support can be obtained from Grosvenor Technology from the following points of contact:

Europe, Middle East, APAC and Africa

Phone: +44 (0)1202 621700
E-mail: HCM-support@grosvenortechnology.com
Website: www.grosvenortechnology.com

North America

Phone: +1 800.989.5197
E-mail: HCM-USsupport@grosvenortechnology.com
Website: www.gtclocks.com
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Chapter 2: Getting Started

Who this Guide is for
This Guide is for employees from the organisations which represent GTConnect:

e  Partners. Organisations that go to market in partnership with Channel-Partners and Companies, who
have system-wide control of access and device allocation.

e Channel-Partners/Companies. Organisations that distribute the Channel-Partner’s products/services,
who also manage their Customers as Companies represented in the platform.

e System-Users. Manage devices and personal data.

This Guide is written primarily for Partners and provides details on how to use GTConnect and on the
key tasks you are likely to perform; most of the information will also apply to Channel-Partners &
Company users.

Logging in to GTConnect
GTConnect is officially supported on the following browsers:

e Edge.

e  Firefox.
e Chrome.
e  Safari.

Note: the last two versions of each browser are supported.
To log in to GTConnect, do the following:

1. From your web browser, enter the issued GTConnect URL.

GT connee S Login

Welcome to GTConnect

Our consultancy-based GT Professional Services provides
plete custom approach to software and hardware.

HCM partners can decide exactly how they want to

engage with GT Clocks and what their device will look like.

GT Services includes GTConnect - a powerful set of
cloud-enabled device and data tools. This is coupled with
complete support for the time clock itself, including a
lifetime warranty. The GT Services bundle is provided as a
monthly ‘platform as a service’ subscription.

gtclocks.com VGT CLOCKS

+1 800 989 5197 PEOPLE AND DATA MANAGEMENT

Page 10



2.
3.

4.

5.

gtclocks.com
+1 800 989 5197

From the Welcome page, click Login.
In the Email address box, enter your email address.

Welcome

Log in to GT Connect to continue to Aegis Primary
App.

Email address*

e

In the Password box, enter your password.

Click Continue.

Enter Your Password

Enter your password for GT Connect to continue to
Aegis Primary App

’ jog@atl biz Edit
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The Home page will be displayed, where you can view dashboards around devices, people and

imports.
GTconnecT Jmae"ﬂ"'.
Bl
@ Orgoisations v
1 Devices v
Total Devices O c c
A Peopie N o2 o0 o2
B DataDistribution v
HEpE R v Total Peopla FalingImports 3
Fre— 213 A1
Unassigned Devices Al Devices
O - () e
rem

Note: the GT Support team, if given access, can also view this information.

Signing on through SSO

Additionally, GTConnect now supports SSO integration. If you’re interested in an SSO integration,
please reach out to our professional services team for more information.

Quitting GTConnect
To quit GTConnect:

1. Click your name, in the top-right corner of any of the GTConnect windows.

e e
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jog@gtlbiz

Theme: Light N

Personal Info

Jo

{8 Change Password

) About
=+ Logout

2. Click Logout. You are then returned to the Welcome page.

Managing your user profile
When you first login to GTConnect or if your personal details change, you might want to review the

personal data which has been entered and modify, if required.

Viewing/Editing Your Personal Info
Use the Edit Personal Info dialog box to enter and/or update your personal details.

1. Click your name, in the top-right corner of any of the GTConnect windows.

jog@gtlbiz

Theme: Light W

5 Personal Info

& Change Password

) About

>+ Logout

2. Click Personal info.
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#Title: | Mr
+ First Name: | Joe =
*Surname: | Greene
* Email: | jog@gtl.biz

Groups: Acmelne  GTConnect-Support x Acmelinc  Core-Admin x
Acmelne Global-Admin Acmelne People-Admin x

Require MFA: CD
Created: Sep 16, 2025, 12:34 PM (Mr Stephen Woolhead)
Modified: Sep 16, 2025, 12:34 PM (Mr Stephen Woolhead)
D: fdedctae 76b6-478a-aa15-F4239734ddfa 1D

X Cancel ~ Submit

3. Enter the following information:

o Title: Use the list box to select your title.
First name: Enter your first name.
Surname: Enter your family name.

Email: Enter your email address (you will not be able to edit your email without the help of GT
support)

o O O

o Groups: When you have been assigned to at least one group, it is displayed in the box. We
recommend using groups to manage the system.

4. Click Submit to commit the modifications or click Close to abandon your modifications.

Dark Mode

Additionally, you can select themes between light, dark & system (will match your system
preferences) by clicking your name and then selecting from the ‘Theme’ dropdown.

jog@gtl.biz

Pe Light

Jo

Dark

About

> Logout

e e

PEOPLE AND DATA MANAGEMENT

Page 14



+1 800 989 5197

Changing Your Password
To change your password:

1. Click your name in the top-right corner of any of the GTConnect windows.

jog@gtl.biz

Theme

2 Pe Light

Dark
Ch
® System
O About

[+ Logout

2. Click Change password.

# Current Password :

+ New Password:

+ Confirm Password:

X Cancel

v Submit

We recommend the new password:

o Comprises a combination of upper and lower case characters.
o Contains special characters.
o Contains at least one number.

gtclocks.com @ GT C LOC I(S
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3. Enter the following information:
o Inthe Current password box, enter the password you logged in with.
o Inthe New password box, enter the password you want to use.
o Inthe Confirm password box, re-enter the new password.

If the password is valid, a green tick o is displayed: however, error messages are displayed if the
password does not adhere to the rules or is deemed too weak.

4. Click Submit to commit the password modification. Alternatively, click Cancel to abandon the password
modification.

Using windows in GTConnect

When you have successfully logged in to GTConnect, the Home page is displayed. The menus and
information displayed is affected by your user privileges: for more information, see “Who this Guide is
for” on page 10.

Note: the images used in this User Guide are displayed in UK English as the text is specific to the region
configured within your settings.

Logged in user/
access to user
Selected menu account details

GTconnect B - |
Home
Expanded menu. —— Crions A
v Management Devices.
Total Devices O Online Devices O Inactive ]
w ) Permissions Q2 20 Q22
=
g 2 s
=
S Groups. Total People G Failing Imparts  C
2
@ Deviees v B &5
8 Pecole v
— R DataDistioution ¥
Hr System

Collapsed menu

e Menus. Provide access to GTConnect. To view/expand a menu, click the menu name: for example:
People. All available options which relate to the menu selection are displayed.

e Selected menu. When a menu or menu option is selected it is displayed in yellow.

e Expanded menu. An upward facing arrow denotes that all the menu options are displayed

e Collapsed menu. A downward facing arrow denotes that menu options are hidden.

e Selected page. when a menu option is selected

e Logged in user/access to user account details. Displays the name of the user currently logged in to
GTConnect. To manage personal information, change your password or log out of GTConnect, click your
user name.

gtclocks.com @ GT C LOC I(S ©GT Clocks
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Organisation hierarchy

¥ & Acmeinc
Configurations
b Devices
b [ Core
¥ [ Weylandinc.
Configurations

The Organisation hierarchy is displayed on multiple pages in GTConnect. The data and page view
reflects where in the hierarchy you have selected. In the example below, a Structural node has been
selected

Nodes
A node is an item which can be selected within the Organisation hierarchy, from a Partner to a
Company. The top level in the hierarchy is the Partner node. When updates are made to a Partner they
are automatically inherited by child nodes: that is, Channel-Partners and Companies.
v & Acmeln¢ ———— Partner node

(5 Confgurations

¥ LI Devices
» [l Core —————————— Channel-Partner node
¥ [ Weyland Inc
(©) Configurations
b L) Devices
~  {fy Zorg ———————— Company Node
(@ Configurations
b L Devices

T e UK Structural Node
@ Configurations
» D Devices :
T South

& Configurations

b L Devices

Synthetic nodes

There are three types of synthetic node which can be added to a Partner, Channel-Partner or
Company:

e Device. These are automatically created by GTConnect.

e  Configuration. These are automatically created by GTConnect. For more information, see “Managing
Configurations” on page 59

o  Forwarders. These are usually created automatically, where transaction forwarding is in use. However,
they can be created manually: for more information, see “Transaction” on page 87.

i PGT CLOCKS
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Chapter 3: GTConnect Key User Tasks

Introduction
This chapter describes the key areas of GTConnect, which need careful planning, setup and usage.
The areas typically include:

e Before you begin. Careful consideration should be given to how the Organisation hierarchy is set up: for
more information, see “Setting Up Organisation ” on page 18.

e Setting up the system. This area largely focuses on device management and managing employees.

e System diagnostics. Includes how to resolve any issues which have arisen.

Setting Up Organisation Hierarchy

One of the many benefits of using GTConnect is its flexibility. At the core of GTConnect is the
Organisation hierarchy, which provides a structural way to manage how your organisation is
displayed and referenced.

Before you begin to use and setup GTConnect we recommend you allocate some time to define this
structure as it will save you time in the long run.

Questions to Consider

The structure is for you to define, to suit your organisational needs: however, to get the correct
structure you might want to consider questions such as the following: Should the structure be set up
as operational divisions, geographic locations or based on types of employees that may be using
these devices.

e The hierarchy comprises the following nodes: Partners, Channel-Partners and Companies, with
Structural nodes organising the Channel-Partner and Company nodes. For more information on node
types, see “Chapter 4: Managing Organisations” on page 21 and Managing Channel-Partners and
Companies node on page 22.

gtclocks.com @ GT C LOC I(S
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The way to consider each of the individual organisational nodes is to think about what you want your

staff to do, who will look after what or who should not be able to perform what tasks or see specific
data.

e What access rights/permissions do you want to give and to which level?

e Do you want to use System-Groups to collate multiple System-Users? These can be created at Partner,
Channel-Partner and Company levels.

e How will the Groups be referenced to maintain consistency?
For information on how your set up the organisational hierarchy, see:
e  “Managing Organisations” on page 21
o Managing Channel-Partners and Companies node on page 22.

“Managing Permissions” on page 27

e e
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o  Assigning Roles to Groups and Users” on page 30.

o “Modifying Roles” on page 30.

o “Deleting User/Group roles” on page 30.
e  “Managing Users” on page 31.

o “Creating Users” on page 31.

o “Modifying Users” on page 33.

o “Deleting Users” on page 34.
e  “Managing Groups” on page 34.

o “Creating Groups” on page 34.

o “Modifying Groups” on page 35.

o “Deleting Groups” on page 35.

Provisioning Devices
When the Organisation hierarchy has been defined and implemented the next decisions concern your
organisation’s devices, in terms of ‘who has what’, device branding, consent and so on:

Questions to Consider
e Device allocation
o Who has what device? See “Distributing/Allocating” on page 50.
o  What software and firmware will be used on the devices? See “Managing Applications &
Firmware” on page 55.
e How are the devices to be configured
o Do you want to assign specific buttons? See “Uploading Assets” on page 58.
o Do you want to assign specific backgrounds & branding options? See “Uploading Assets” on
page 58.
o What distribution groups does the device belong to? See “Chapter 7: Data Distribution” on page
87.
e Diagnosing issues:
o Using Interactive view to connect to a device? See Interactive View on page 1127?
o Looking back through historic logs? See Historic Logs on page 108?

i PGT CLOCKS
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Chapter 4: Managing Organisations

Organisations
This Chapter describes how to manage all the functionality available from the Organisations menu. It
includes:

e  “Managing Organisations” on page 21.
e “Managing Permissions” on page 27.

Managing Organisations

You will manage your Organisation hierarchy by building the structure to allow you to manage your
devices, data and Customers. GTConnect provides a more adaptable and flexible approach to the
organisation’s structure, especially if you are familiar with Custom Exchanges capabilities.

When you click the Management menu, the Management Explorer page is displayed, which displays
the Partner, Channel-Partner and Company hierarchy.
‘GTconnect [ preceicase | Jc-s:-me-

Management Explorer  o.gaission siructure managemant

e ey e At s

- G Detailed Information + AddNode

Nome Acme Inc

This page allows you to navigate and manage all aspects of the hierarchy. Each item in the hierarchy is
referred to as a node.

gtclocks.com VGT CLOCKS
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¥ @ Acmelnc —————— Partner Node
(© Configurations
> L Devices
Core  =————————Channel-Partner Node
v Weyland Inc
©) Configurations
> [ Devices
v Y Zorg ———————— Company Node
(@) Configurations
¥ J Devices

T e UK Structural Node
© Configurations
> J Devices
T e south

(© Configurations
> Devices

GTConnect allows you to have a flexible hierarchy which comprises of a Partner, Channel-Partners,
Companies and Structural Nodes. Where a Partner has a direct relationship with a Company, the
Company can be created directly beneath the Partner.

Subsequently, Channel-Partners can be created and grouped with their associated Companies.

You can use Structural nodes to organise data in terms of geographical location or operational
structures, for example.

Managing Channel-Partners and Companies node
Nodes are a generic term used to describe elements in the Organisation hierarchy. Nodes can be
quickly identified by the icon displayed next to the node’s name.

Partner

Channel-Partner

Company

D= P

Structural

You can create or modify & delete nodes as and when required.

When devices which have been allocated are no longer required, they can be unassigned back to the
company node or decommissioned back to the partner node. When unassigning or decommissioning a
device, it will delete all data all organisational data that is stored, as it is no longer connected to the
Company node and therefore does not have the required permission to use that data.

gtclocks.com @ GT C LOC I(S (C:G\T‘C\ocks
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Viewing Company Dashboards
GTConnect provides company level dashboards as a summary of people, clock groups, credentials,
devices as well as a tab showing all company credentials.

To view these dashboards select People and then companies on the sidebar. Once you are viewing a
dashboard, you can select different companies by clicking the current company name and selecting
the desired one from the list shown.

Home

B

Companies  iansqs companies 1 Company 1 2org

]

Organisations v

Devices ~

3]

Summary  Transactions

25 People

_ Pecple Clock Groups Credentials Online Devices Offline Devices Unassigned Devices
an o4 N4 o0 02 ©0

[ People

Overrides

>

Transaction Volume (Last 30 days) G
Clock Groups

Core Data

m O ©

Extended Data
No data
) Settings

8 DataDistribution v

it system v

Creating Nodes
To create a Channel-Partner, Company and/or Structural node, do the following:

1. Ensure that you have the “organisation.admin” or “organisation.edit” permission
Select the Organisations menu and click Management.

3. Onthe Management Explorer page, use the hierarchy to select the parent of where the Channel-
Partner/Company or Structural nodes needs to be inserted, that is, the new node will be inserted
underneath the current selection.

4. Onthe Summary tab, click Add Node.

i PGT CLOCKS
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= Name:

* Node Type: & ohels o Y Company e Structural

+ Createwithauser

X Cancel ~ Submit

A
5. Inthe Name box, enter the name of the Channel-Partner, Company or Structural node.

6. Inthe Node Type list box, select the required type. Note: the options available depend on which node
type you selected in the Organisations hierarchy:

Partner selected, available options are:
Channel-Partner.

Company.

Structural.

Channel-Partner selected, options are.
Company.

Structural.

O 0O O O O O O O

Company selected, available option is:
o Structural.

7. Click Submit to commit the node or click Cancel to abandon the process.

+1 800 989 5197
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Modifying Nodes
When a node is created, you may want to modify it to suit your needs or change this data later.

To modify a node, do the following:

1. Ensure that you have the “organisation.admin” or “organisation.edit” permission

2. Select the Organisations menu and click Management

3. Onthe Management Explorer page, use the hierarchy to select the node you want to modify.

4. The following tabs are now shown to you: Summary, Basic Information, Additional Information, Settings.
You can change the data for any of these tabs (other than summary), and click on Submit to save your
changes or Cancel to revert to the last saved version. Note: You must submit changes from each tab
individually

GTconnECT PRE-RELEASE Joa Graena ’
& Home
Management EXplorer organisation stucture management
@ Organisations ~
_ Basic Information Additional Information Settings
£ Permissions
* @ somelinc Detailed Information 4 Add Node
2 Users » Hcoe
& o v B Weylandinc. Name Zorg
iy test

@ Devices v v - = Additional Information
& People ~ ,. UE South abe: | test Field 2:

[l Companies Field 3: Field 4:

E People Fields: Field &:

o EiED Field 7: Field 8:

@ Clock Groups

Field9: Field 10:
E CoreData

Summary: This shows a read-only version of all of the data on the other tabs
Basic Information: This tab allows you to edit the name of the node, as well as add/modify the
Business Domain (if it is a Partner, Channel-Partner or Company node). Additionally, this is
where you add a child node to an existing node; and you can delete the node you have selected
from here.
Additional Information: This tab allows you to provide additional field values.
These fields allow you to set more meaningful labels for additional items when you view
devices in the user interface. Note: any descriptions which are added are inherited by parent
nodes, but can be modified in child nodes. At the Partner, Channel-Partner or Company level,
these nodes can be set to be secure by clicking the padlock, meaning that the values are not
visible to GTConnect Users. You can then click on the “x” button to reset the values. Once
changes are made, you must click on “submit” to save your changes.

o  Settings: This tab allows you to provide Device Fields, Organisational Fields & set the
Transaction Retention & Person Tombstone Retention.

+1 800 989 5197
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5.

o The Device & Organisational fields let you set labels for the device & organisational fields for
each device. Note: any descriptions which are added are inherited by parent nodes, but can be
modified in child nodes.

Additionally, the Transaction Retention Period & Tombstoning period can be set in days.
The Transaction retention period is how long (in days) the transaction data is stored on the
platform before it is deleted. Note: these settings do not affect what data is stored on the
devices. Note: any descriptions which are added are inherited by parent nodes but can be
modified in child nodes.

o The Tombstone retention period is how long (in days), how long biometric data, and external id
will be held on a deleted record (name will be deleted permanently), so that the data can be
restored.

Click Submit to update your data for the node or click Cancel to abandon the process.

Deleting Nodes
When a node requires deletion, you can do this through the following process:

e N

5.
6.

gtclocks.com
+1 800 989 5197

Ensure that you have the “organisation.admin” permission.
On the Management Explorer page, use the hierarchy to select the node you want to delete.

Select “Delete” from the “Summary” tab.
Select “Yes” from the “Are you sure you want to delete this node?”, you should now be presented with a

pop-up.

Deleting this node will remove all associated data. This action
cannot be undone.

Please type South to confirm.

South

Cancel Delete Node

Follow on-screen instructions and type the name of the node (case sensitive) to confirm.
Select “Delete Node”. Note: Deleting the node removes all associated data permanently.
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Managing Permissions

The Permissions functionality allows you to create a management structure and apply roles to
individuals to control what system functionality they have access to. The node selection in the
Organisations hierarchy determines how values are inherited: for example, from Partners down to
Channel-Partner’s Companies.

Roles

A set of pre-defined roles are automatically populated within GTConnect and essentially define what
functionality users have access to.

e e
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Role name and functionality capabilities

Global-
Admin

Global-
Editor

Global-
Viewer

Device-
Admin

Device-
Viewer

Device-
Editor

Core-
Admin

People-
Viewer

Functionality
Create operations on Applications, Firmware and Assets

View operations on Applications, Firmware and Assets

Update operations on Applications, Firmware and Assets

Delete operations on Applications, Fimware and Assets

Y ENEYEN
<
f\

Devices I

Administration of Devices for : figuration and & |

Editor capability of Devices for ion and assk | v v

View devices allocation, configuration and assignment o v v
Forwarder | |

Create Forwarders and Forwarder fitters

View Forwarders and Farwarder fiters.

Update ions on F ders and F der fiters

Delete operations on Forwarders and Forwarder filters

LR LS
<

Data Distribution

A tion of F 5 Actions and Direct Data
Distribution

N

Editor capability for Forwarders, Server-Actions and Direct Data
Distribution

<
)

View Forwarders, Server- Actions and Direct Data Distribution f

A of O control of el ts such as Nodes,
Users Groups & Permissions v v

Editor capability of Organi control of such as Nodes, V/
Users Groups & Permissions

View Organisation elements such as Nodes, Users, Groups &
Permissions. Vf / /

 People

Administration for People f

Managementidistribution of their secure data V,r

View People and the distribution of their secure data «’

of Panner / ‘/

View Partner management functions V’

Permissions
e e v v

permissions.device.command reboot

permissions.device command restart

permissions.device support historiclogs

permissions.device supportlivelogs

JEIEIEIR

permissions.device supportmetrics

permissions.device support uploads

YESENES
YESE SRS

T s
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As a Partner you are able to manage roles for all Channel-Partners, Companies and Structural nodes.
Note: system modifications are audited.

To display the Permissions page, select the Organisations menu and click Permissions.

GTeonnect e - |
& Home
Permissions  manage permissions
& Organisations
. Management + & ManageRoles
_ © e scmenc i Lol
2 Users ——
[ Core © g [ovevhdmn| —J| Global-Admin ®
- Weyland Inc.
2 Groups E
© Devices ~ 2o .
v e © 3 \rSiephenwodhesd Globa-Editor ®
8 Peaple -
» South e
o 2 m'::“‘" il Core-Admin )
[ Companies -
GTConnect Support | cos |
) People @ B e o GTConnect-Support &
o ) P :ﬂ;;‘:vm Growp | People-Vi ®
® o g Deetdw = [— ®
Core Data Device-Viewsr | o | .
8 o =2 . Device-Viewer &
% Extended Data lication £ — N
e o R ‘ktioPaciagetdor (Gon) AppicationPackage-Editor ®
@ Settings
15 records

To view permissions assigned to a node, select the required node: for example, Acme Inc and the
page refreshes to display all the roles, users, groups which have been assigned.

To display details about a role, click * to expand the view. All the role types assigned to the

permission along with a description are displayed. When you have finished, click = to hide role
details.
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Assigning Roles to Groups and Users
Roles can be applied to users/groups. To apply permissions to individual users and groups, do the
following:

1. Select the Organisations menu and click Permissions.
2. Onthe Permissions page, use the hierarchy to select the node you want to add permissions to.
3. Click Add.

Assign to

+ User

Select a user

+ Role

Select arole

X Cancel v Submit

4. By default, the Permission type is set to User: however, to assign permissions to a Group, click on User
and select Group from the dropdown that will appear. If the user or group you require is not displayed, it
is because they have not been set up. For more information, see:

o “Creating Users” on page 31.

o “Creating Groups” on page 34.
5. Inthe Role list box, select the required permission: for example, Core-Admin.
6. Click Submit to commit the Permission or click Close to abandon the process.

Modifying Roles
Roles can be modified through the following process:

1. Select the Organisations menu and click Permissions.

2. On the Permissions page, use the hierarchy to select the node you want to modify a role from.

3. Select the Manage Roles button & on the relevant user/group

4, Either Press the “Add” button, and submit a Role name, or select the relevant custom role

5. Select from the “Available Permissions” list any that you would like to add and then click on the >’
button

6. Select from the “Selected Permissions” list any that you would like to remove and then click on the ‘<’
button

Deleting User/Group roles
To delete Permissions, do the following:

i PGT CLOCKS
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1. Select the Organisations menu and click Permissions.
On the Permissions page, use the Organisations hierarchy to select the node you want to remove the
permissions from.

3. Locate the Permission you want to remove and click O Delete.

4. On the confirmation dialog box, click Yes to continue the deletion or click No to abandon the deletion.

Managing Users

To keep GTConnect as usable and compliant as possible, you should Create Users for each person
who is to have access to GTConnect. To view Users which have been created, select the Organisations
menu and click Users. On the System Users page, use the Organisations hierarchy to select a node.

GTeonmecr = LR - |
@ Home
System USers wuansge systemUsers
FO—
+ gt -
é o User © Groups State Modified o0
§ v ammm
L= ] .
\ = F— P
. P
o e
—— = F—— ‘e
—
&  South 1 actrm Sep 292028, 720PM s B0
e
1 Pecpie
P
Cookenpe
5 Core Datn
L Extanced Date.
S )

The System Users page displays the following information:

e  User. Displays the User’s name and email. By default, Usernames are displayed in alphabetical order
e Groups. Displays how many Groups the User belongs to. If the User hasn’t been assigned to any Groups.
e State. The following states are displayed:
e Active. The User logs in to GTConnect.
® Invited. The User has been setup, but they have not yet logged in to GTConnect.
e Llast Modified on. Displays when modifications were last made to the User’s account.

Note: the columns can be used to sort by, clicking = .

Creating Users
Use the Organisations hierarchy to select where the User is to be assigned. To create Users, do the
following:

1. Select the Organisations menu and click Users.
On the System Users page, use the Organisations hierarchy to select the node you want to assign the
User to.

3. Click +.

4. Select “Add New User” assuming the user has not been registered on another GTConnect Tenant
(otherwise select Add Existing User)
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* Title:  Mr
* First Name: ’
# Surname:

+ Email: =2
+ Password: B &

Groups:
Require MFA:

X Cancel ~ Submit
d

5. Enter the following information:
o Title. Use the list box to select the required title.
e  Firstname. Enter the User’s first name.
e Surname. Enter the User’s family name.
e  Email. Enter the User’s email address.
e Password. Enter the password the User needs in order to be able to login to GTConnect.
e Require MFA. Tick this modal, if you wish to require MFA.
o Supported Authenticator apps include: Authy, Google authenticator, AuthO guardian, Microsoft
Authenticator

6. Click Submit to commit the User or click Cancel to abandon the process.
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Modifying Users
If you need to modify a User’s details and which Groups they belong to, do the following:

1. Select the Organisations menu and click Users.
2. On the System Users page, use the Organisations hierarchy to select the node to which the User belongs.

3. Locate the User you want to modify to display the Edit System User dialog box or click 4 Update.

= Title:  Mr

+Sumame:  Admin

Groups:  zog Core-Admin x
Requre MFa: ()

Crosted: Sep 29,2026, 222 PA (M Joe Greene)

4. Modify the User’s details as required, to modify which Groups the User belongs to, click the Groups box.
* Title:  Mr
* FirstName:  Zorg -]

*Surname:  Admin

4 Email: | zorg.admin@gtl.biz
Groups: | zorg Core-Admin % | q ‘
acmeine ApplicationPackage-Admin
Require MFA:
acmeinc - ApplicationPackage-Editor

Acmeine - ApplicationPackage-Viewer

Modified:
3

Acmelnc  Assets-Admin

Acmeinc  Assets-Editor

Acmelnc  Assets-Viewer

-l
Acmelne  Audit-Viewer |
- Acmeine - ClockGroup-Admin .
5. Ifthe User needs to be included in additional Groups, click-to-select the required Group name.
Alternatively, to remove a User from a Group, click the X next to the Group’s name. It is then

automatically removed.
6. Click Submit to commit the modifications or click Close to abandon the modifications.
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Deleting Users
To delete Users, do the following:

1.
2.
3.
4.

Select the Organisations menu and click Users.
On the Users page, use the Organisations hierarchy to select the node to which the User belongs.

Locate the User to be deleted and in the row for the User, click ﬂ' Delete.
On the confirmation dialog box, click Yes to continue with the deletion or click No to abandon the
deletion.

Managing Groups
Groups are a collection of Users, which can be created at Partner, Channel-Partner or Company level.

Creating Groups
1. Select the Organisations menu and click Groups.
2. On the System Groups page, use the Organisations hierarchy to select the node to which the Group
belongs.
GTeonnect =2 P -

System Groups  ansge sysiem Geoups

T & dcmein:
 Core

=T

i tost

v e

» South

(1) Clock Groups
£ CoreData
! Extanded Data
@ settings.

B DataDistrbution v

H System ~

B
3. Click +.
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4.
5.

+ Group Mame:

® Cancel ~  Submit
In the Group Name box, enter the name of the Group.

Click Submit to commit the Group or click Close to abandon the creation of the Group.

Modifying Groups

Note: you can only modify user-defined Group names, it is not possible to modify system defined
Groups.

1.

5.

Select the Organisations menu and click Groups.

On the System Groups page, use the Organisations hierarchy to select the node to which the Group
belongs.

In the User-defined Group row, click ﬁUpdate.

In the Group Name box, modify the Group description. The name of the Group is then automatically
updated in all instances through-out GTConnect.

Click Submit to commit the Group or click Close to abandon the modification.

Deleting Groups

Note: you can only delete user-defined Group names, it is not possible to delete System defined
groups.

1.

gtclocks.com
+1 800 989 5197

Select the Organisations menu and click Groups.

On the System Groups page, use the Organisations hierarchy to select the node to which the Group
belongs.

In the User-defined Group row, click ﬁDelete.
On the confirmation dialog box, click Yes to commit the deletion or click No to abandon the deletion.
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Chapter 5: Managing Devices

Devices

This Chapter describes how to manage all the functionality available from the Devices menu. It

includes:

e  “Using the Device Explorer Page” on page 36.

e  “Managing Applications & Firmware” on page 55.

e “Managing Assets” on page 57.

e  “Setting up a device” on page 69.

Using the Device Explorer Page
The Device Explorer page, when viewed at a Partner level provides a dashboard view, where you view
a summary of your devices’ details. This shows a pie/doughnut chart of the device type of all the
node’s unassigned devices, as well as pie/doughnut chart of the distribution of all devices between

e  Assigned

e  Unassigned

e Invite Sent *

e Invite Expired *

* tablet only

These same charts are also shown at the home screen

fiy Home

@ Orgarisstions

3 o

2 Groups

Applications.
1 Firmware

[ Assets

&, People

| Companies

7 Peapie

(0 Clock Groups

1 CoreData

Device EXplorer  confgurs sna setup your devices

L=1-
¥ [ weylsnainc.
) Configurations
» I Devices
st
Configurations

T fyZog
Configurations

Configurations
P Devices
» Sauth
Configurations
» ) Deviees

Unassigned Devices

aTE)

= e - |

To locate a specific device, enter the device’s name in the box, located in the right-hand corner of the
page or find its position within the device tree. When you view a Device by clicking on it, GTConnect
will show the devices’ device explorer

gtclocks.com
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Device Explorer comprises of the following tabs:

Summary tab, see “Summary ” on page 37.

Device Information tab, see “Device Information tab” on page 39.

Configurations tab, see “Configurations tab” on page 41.

Assets tab, see “Assets ” on page 45.

Packages tab, see “Packages” on page 45.

Send Files tab, see “Send Files ” on page 46.

Queue History tab, see “Queue History ” on page 47.

Logs tab, see “Logs ” on page 48.

Transactions tab, see “Transactions ” on page 49.

Diagnostics, for information on device diagnostics, see “Managing Device Diagnostics” on page 100.

Summary Tab
Use the Select Device list box, to select a specific device. The device’s name is then displayed at the
top of the page.

This tab displays an overview about the selected device. To ensure the device is able to receive
updates, and so on, the device must be set to:

gtclocks.com
+1 800 989 5197

Enabled. This sets a property on the terminal instance which allows you to control if you want that
terminal to perform its normal functions or not. To set the terminal to Enabled, see “Device Explorer -
Deploying Devices” on page 49.

Assigned. The terminal needs to be assigned within the Organisation, see Distributing/Allocating” on
page 50.

Online. This is a state which displays if the terminal is communicating with the GTConnect platform.
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FP-GT8-BL~0301021242 a

Summary  Devicelnformation  Configurations @]  Assets  Packages @]  SendFiles  QueueHistory  logs  Transactions Diagnostics @
G ReloadData = © Reboot = 8 RestartApp = Clear State
People On Device Clockgroups Bio Filter Tags
nz2 Q2 S0

Transaction Volume (Last 30 days)

Total 3
# &

& & &5
- Detailed Information
Serial Number FP-GTE-BL~0301021242 & Part Number FP-GT8-BL~0301021242 &
Device Family Device Type GTe
Subscription
Frable
Device Lifecycle State
Purchase Date September 9 2025

Device Online

o Config | [« Data | | @ Firmuare

Firmware Connection Last Connection Time
IP Address A NotSet

Device Location Workday > Grosvenor UAT

Clock Groups Anta | SnFranceco | € Edit

Firmware Version 310

Installed Applications

Tags

Features

@ GT-EasyClock
213tz

None

Gtrotact

This offers the following actions:

Reload Data: Forces GTConnect to resend all data from the beginning. The clock will refresh all of its

database.
Reboot: Powers down the device and restarts immediately
Restart App: Closes the application that the device is running and restarts it

Clear State: Removes all configuration/application/firmware from the device

e el
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This screen shows the following data

e People On Device: The number of employee records that are on the device
e  Clock Groups: The number of clock groups that the device is part of
e  Bio Filter Tags: Bio Filter Tags are a feature that restricts the biometrics from being downloaded, while
allowing the employee data to be downloaded.
e Transaction Volume Graph: This shows the number of transactions that the clock has sent per/day,
including a total value for the last 30 days
e Serial Number: This shows the serial number for the device used in GTs ordering system
e Part Number: This shows the part number that is stored on GTConnect, often this is the same as the
Serial Number
e Device Family: What family is the device in (it will show as GT if it is a GT Tablet, GT8 or GT10 & ITifitis
alT1l or GT4)
e  Device Type: General Model of the device
e  Subscription: This shows the state of the GTConnect license for the clock
e Enabled: Shows whether the device has been set to ‘enabled’ “Device Explorer - Deploying Devices” on
page 49)
e Device Lifecycle State: The state of deployment/enablement the device is in
e Purchase Date: Shows date of purchase from GT
e Device Online: This will show 3 different values, either in green or red for if they are online
o Config: The device is able to receive configuration data
o Data: The device is able to transmit/receive data
o Firmware: The device has a firmware link to GTConnect
e  Firmware Connection: Shows whether the firmware link between the clock and GTConnect is enabled
e Last Connection Time: Shows the date and time of the last communication between GTConnect and the
clock
e |P Address: IP Address of the Clock
e Device Location: Description of the location of the node in the organisational tree
e Clock Group: List of which clock groups the clock is part of (for more on clock groups see Managing Clock
Groups 76). Additionally, from here, you can click ‘€ Edit’ to change which clock groups the device is
part of.
e  Firmware Version: Which Firmware Version is installed on the device
¢ Installed Applications: List of applications, and their versions which are installed on the device
e Tags: Tags can be entered on the Device Information tab
e Features: Can be used to distinguish devices from each other, by a particular feature, also used to
identify if the clock is covered by GTProtect

Device Information tab
Use the Select Device list box, to select a specific device. The device’s name is then displayed at the
top of the page.

gtclocks.com @ GT C LOC |<S ©GT Clocks
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gtclocks.com VGT CLOCKS
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& Home
Device EXPIOrer  congue s sstup your devices
@ Ompnisations A
% Management FP-GT8-99990001 &
£ Permissions
- e Device Information  Configurations. [fj  Assets [[f]  Pockeges  SendFies  QueseMistory  Logs  Transactions Diagrostics &
Configurations
4 © RelocsdData Reboot I ReststApp = ClearState
2, Geoups - Deces
* [ Cere
O Davicss v O Weylnawe gnaiand sz sormurns
) I .
) Configurations. o olNv] 0
[ 8 oot | .
B Appicatons v st Transaction Volume (Last 30 deys)
Configurations
@ Firmware . Devices.
(6 Assets 2oy
‘Configurations
tadata
B, Peopla - - Devices
& ANDROID-899409626
e )
- - UK
] People
Configurations.
% Overrides » Devices
~ 8 Detailed Information
¥ = South
Configurations: FP-GTE-99990001 © FP-GT8~39990001 T

£ CoreData b O Devices

From this tab you are able to:

e Enable/De-activate the device.

e Enable/De-activate the device’s firmware connection (deactivating firmware connection will tell
GTConnect to use fallback protocols for cases where connectivity is a challenge)

e View whether the device is online/offline.

e  Enter Customised Field names.

e  Enter Credential Filtering values.

e Enter Billing References.

e  Enter Security Keys.

To Enable Device or Firmware Connection
To set the status of a device, or the Device’s firmware connection, do the following:

From the Device Summary page, click the Device Information tab.

Under the name of the device, slide the selector to toggle for ‘Enabled’ or ‘Firmware Connection
Enabled’ to the correct value:

o () Enavled Enabled.
o () Enabled ooy

Click Submit to commit the modification.

Adding Tags, Fields, Billing References or Security Keys
To add values for any of these, you must expand the correct section by clicking on the “expand”
button *. Once the section is expanded, you can enter values for any of these attributes as required
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Device Status
A device has online statuses for config, data and firmware. An online status is indicated by the box
and dot for each being green. The 3 mean

e  Config: The device is able to receive configuration data
e Data: The device is able to transmit/receive data
e Firmware: The device has a firmware link to GTConnect

Configurations tab

Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

GTconnect -
@ Home
Device Explorer  configure and setup your devices

@ Orgonisations A

= Management FP-GT8~99990001 3

v & @ Summary Device Information figuratior . Ams. Packages Send Files Queue History L - Diagnostics &
B Users %) Configurations
o6 » [ Devices i
> [cCore
Configurations Type
21 Devices ¥ [l Weylandinc.
=B - . Lo
» 1 Devices cLock
& Appicati T fitest
) Configurations
@ Firmware > Devices
(1 Assets v Wz
% Configurations
2 People & ¥ Devices
& ANDROID-0899409¢
B Conpmis  momamoon.
1 record
. v e WK

When the specific device has been selected, you can then add Configurations. For more information
on Configurations, see “Managing Configurations” on page 59.

Note: if a number is displayed next to the tab name, it denotes that there is/are X many Configuration
files which can be sent to the selected device.

gtclocks.com
+1 800 989 5197
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GT Configuration

ata:

GT Face Consent

GT Face Enrollment Help
GT Finger Consent

GT Job Level Definitions
GT Photo Consent

GT Questionnaire

GT Relay Schedules

Configuration files/entries can be used to add the following (some may be device dependent)

File/Entry Type Advance GT Series Clocks/ | IT Series Clocks
Controllers GT Tablets

ADV Configuration N4

Application Config v

Attestation Files N4 N4

Boot Config N4

Button Definition (definition N4 V4

of UX flow)

Configuration N4 N4

Face Consent N4

Face Enrolment Help N4

VGI CLOCKS ©GT Clocks
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Finger Consent N4 v

Job Level Definitions N4 V4
Mifare script V4
Photo Consent N4
Questionnaire N4
Relay Schedules N4 N4

Transfer Definitions

All these types of files can be entered through an XML entry on the page, in addition the
Configuration on a GT Series Clock/GT Tablet can also be entered through a table entry, where each
value can be entered for Path, Property name and Value individually.

To Create Configurations
1. From the Device Summary page, click the Configurations tab.

2. Click“+ Add” bringing up a configuration window

* Description:  New Config [-]

Device Type: 7 Clock

+ Type: GT Configuration e - ]

Data: @ XML GT Configuration

1 <?xml version='1.0' encoding='UTF-8' standalone='yes' ?>

2. <configuration>
7 </configuration>

¥ Cancel ~ Submit

3. Name your Configuration/entry file and select the type of file/entry.

4. Enter XML (or enter values for Configuration table)

5. Click Submit to commit the modification or click Close to abandon the modification. For more
information, see “Adding Configurations” on page 60.

gtclocks.com VGT CLOCKS
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To send Configurations to a Device
1. From the Device Summary page, click the Configurations tab.
2. To send the Configuration to the device, click E> Send Now. The Configuration is then automatically sent
to the device.

To Modify/Update Configurations
1. From the Device Summary page, click the Configurations tab.

2. Either click the Configuration or click z Update.

+ Description: | New Config °
Device Type: | T Clock

*Type:  GT Configuration °

'1.6" encoding="UTF-8' standalone="yes' ?>

X Cancel v Submit

3. Make the required modifications to the Configuration and click Submit to commit the modification or
click Close to abandon the modification. For more information, see “Adding Configurations” on page 60.

To Delete Configurations
1. From the Device Summary page, click the Configurations tab.
2. Todelete the Configuration, to ensure it can not be sent to the selected device, click Delete.
3. On the confirmation dialog box, click Yes to continue with the deletion or click No to abandon the

deletion.

gtclocks.com @ GT C LOC I(S
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Assets Tab

Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

GT connect e |
@ Home
Device Explorer  configure and setup your devices
@ Organisations A
i+ Management FP-GT8~99990001 a
v @ - Summary  Device Information  Configurations ([} ) Pxckages  Sendfies  QueveHistory L - Diagnostics @
. neme s
7 teers ’) Configurations
*
3 » i
2 Groups [ Devices
> [ Core
Assets © Type
Devices ¥ [0 Weyland nc.
Configurations © GTlogo S che i i 2 @ >
[E o
5i Applcations v et
=) Configurations
& Firmwere » [ Devices
4 Zor
() Assets L
Configurations
2 People ~ ¥ [ Devices
£ ANDROID-0899409¢
B Carpue om0
1 record
= bt

Note: if a number is displayed next to the tab name, it denotes that there is/are X many Assets which
can be sent to the selected device.

Where an Asset is available to be sent to the device click T to expand the details and view
additional information.

For more information on Assets, see “Managing Assets” on page 57.

To Send Assets To a Device
1. From the Device Summary page, click the Assets tab.

2. click t to expand the view and display the Asset’s details.
3. Tosend the Asset to the device, click E> send Now. The Asset is then automatically sent to the device.

To Disconnect Assets From a Device
1. From the Device Summary page, click the Assets tab.
2. Todelete the Asset, to ensure it can not be sent to the selected device, click Delete.
3. On the confirmation dialog box, click Yes to continue with the deletion or click No to abandon the
deletion.

NOTE: this does not delete it from the device if it has already been sent
Packages Tab

Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

gtclocks.com
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The Packages tab displays any Applications and Firmware which are ready to be sent to the device.
For more information on how to setup Applications and Firmware, see “Adding Packages” on page 63.

GTconneer [ e e | weccene ([

© Home

Device Explorer configure and setup your devices
@ Organisations &

EDg b e FP-GT8~99990001 a
8 iz Sumy Device Information  Configurations Asset SendFiles  Queue Hist L D »
A Packag tics
v & e mary ice Inf igurations (i) s @ istory iagnostics ¢
-3 Jsers —_—
a (& Configurations
» - " o
2 Groups .’ Devices
» [ Core
=) Devices ~ ¥ [1 Weyland Inc.
') Configurations
-
2 Appications  test
2) Configurations
& Firmware » [ Devices
v Zor
(& Assets 2o
) Configurations
2 People ~ ¥ L Devices
& ANDROID-08994096
B oo
® i

To add a package to a device:

1. Onthe Packages tab, click Add.
2. If noApplications/Firmware are available, on the Add Package dialog box, click Go to Applications
Explorer. For more information, see “Managing Applications & Firmware” on page 55.

Send Files Tab

Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

This tab allows you to view the files that a device can have sent to it. The files can be sent directly to the
device or inherited from a node higher in the hierarchy.
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GT connecr [ preseiease ] e

© Home
Device Explorer configure and setup your devices
@ Organisations &
4 Management FP-GT8~99990001 a
v @ Acmelnc Summary  Devicelnformation  Configurations [fj ~ Assets [f]  Packages : QueveHistory L - Diagnostics @
o —
ey (@) Configurations
o » [ Devices Select what to send Acmelinc O Fi Consent
=, Groups inger
> Core e
B [ Select all types.
Devices . ¥ [ Weyland Inc.
GT Butt
(%) Configurations Zg O ons
Apptcat e
IEEes] b Comm .
v @test Assets
% Applications ‘ FP-GT8-99990001 O GTlogo
v ions.
4 Configurations @ Configurat ()
& Firmware » [ Devices Firmware
Config
B Asets s e
%) Configurations @ Please select whether you
© R want o send some or all
& People ~ : o assets and files to your
& ANDROID-0899409¢ devices end Setected | | Send A
B Conpere oo
& i

If files are available to send to the selected device, do the following:

e Send All. Select the check box to view all the available options to send the device.

e Applications. Select the check box to view all the available Applications which can be sent to the device.

e  Assets. Select the check box to view all the available Assets which can be sent to the device.

e Configurations. Select the check box to view all the available Configurations which can be sent to the
device.

e Consents. Select the check box to view all the available Consents which can be sent to the device.

e  Firmwares. Select the check box to view all the available Firmware which can be sent to the device.

To specify which file(s) are sent to the device, select the required check box(es) and then click either
Send Selected or Send All.

Queue History Tab
Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

This tab displays what Configuration items are currently queued for the selected device and what
items have been sent or failed to be sent.

When you add a Configuration item in the hierarchy and send it, the system determines how it is
routed to the relevant device(s).

e ©GT CLOCKS
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Device Explorer  configure and setup your devices

v

@ Acme Inc

(©) Configurations
() Devices
[] Core
] Weyland Inc.
(%) Configurations
» [ Devices
Y fytest
<) Configurations
» L Devices
Y fhlorg
%) Configurations
¥ I Devices
& ANDROID-0899409¢
(EirecTeza990001)

. . UK

FP-GT8~99990001
Summary Device Information Configurations .

A Q@ s & Delote & Delete A

Assets [lfj  Packages  SendFiles

No active queue messages.

No processed messages.

Click Refresh to update the data display.

Logs Tab

L - Diagnostics @

Joereene.

a

Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

This tab provides an audit of all the activity, such as a modification for a device. It also records who
made the modifications and timestamps the activity.

@ Home

@ Organisations

gtclocks.com
+1 800 989 5197

~

Device Explorer canfigurs and sstup your devices

& Acme Inc
(%) Configurations
] Devices
Core

~ [l Weyland nc.

() Configurations
» [ Devices
¥ fytest
(@) Configurations
¥ L Devices
T fyZog
(2) Configurations
¥ ) Devices
& ANDROID-0899409¢
| POTERRI00T
Y e

FP-GT8~99990001

wmary  Devicelnformation  Configurations [Jf]  Assets ]

2025-03-01 00:00:00 - 20256-03-24 00:00:00

Description
+  SyncSelected Command was Triggered by Joe Greene
+  Device Configuration was Added by Joe Greene
4+ Assetlinkwas Added by Jos Greene
+ Asset Link was Deleted by Joe Greene

+ Asset Link was Added by Joe Greene
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Logs - Diagnostics @

Created (UTC)
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Oct 22025, 5:20 PM
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Transactions Tab

Use the Select Device list box, to select a specific device. The device’s description is then displayed at
the top of the page.

The Transactions tab displays all the transactions which have occurred on the device over the
retention time (which can be set at a Partner, Channel-Partner or Company level, the changes are
inherited down from the top node).

GTconnecr e |
@ Home
Device Explorer  configure and setup your devices
@ Organisations A
4 Management 3 FP-GT8~99990001 a
& permissions Lo ; 5 . & o
% ahcmeine nformation  Configurations [[l]  Assets i) ackages  SendFiles  QueueHistory  Logs ar : iagnostics @
°
7 Users ) Configurations
. ¢ | e i :
2 Groups » ) Devices S © Filter: 1 v | %
> [ Core
- Employee Type Status Event Time (Local) Received At (UTC) +
) Devices . ¥ [ Weylandlnc.
(%) Configurations [+] Joe Greene | ® Offine | © Accepted Feb 11,2026 7:29:09 PM Feb 11, 2026 7:2910 PM
> ) Devices
85 Appications Y fytest ° Joe Greene (@ oee) @ Accopted Feb9,2026528:00PM  Feb11,20267:29:05PM
© Configurations
@ Firmwere > Devices o Joe Greene (@ owne) @ Accepied Jan 30,2026 64424PM  Jan 30, 2026 6:44:25 PM
v Az
11 Assets iy
*/ Configurations o Joe Greene [® oime | @ Accepted Oct9,20255:47:44PM  Oct9, 2025 4:47:45 PM
2, People ~ Y & Devices
© ANDROID-0899409¢ [ ] George Pickens. | ® Offine | @ Acceptea Oct 7, 2025 5:02:12 PM Oct 7,2025 4:0213 PM
0 Companes  omomoon
Showing 20 of 37
= .

To view additional details for a specific Transaction, click t , the view expands to display a
breakdown of the Transaction. When you have finished, click "~ to minimise the view.

Use the column headers to change the order in which Transactions are displayed.
Additionally Transactions can be filtered through the search, start date and end date filters.

Additionally by selecting transactions and then pressing the & Play button you can resend

transactions. The purpose of this is mostly for replaying transactions which were not received by
partner systems

Device Explorer- Deploying Devices

Where a subscription has been purchased and devices have either been bought or rented, you then
need to allocate and distribute these devices to their Channel-Partners and Companies.

The Organisation hierarchy displays a Devices synthetic node, which can be selected to see those devices.

gtclocks.com S
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Distributing/Allocating Devices

Devices can be allocated anywhere within the Organisation, using the Device Allocation page. For
more information, see:

e  “Device Explorer - Deploying Devices” on page 49.
e  “Assigning/Moving Company ” on page 53.

Deployment

The most efficient way to set up a device involves ‘Deploying’ the device. This combines the steps of
allocating the device from the Partner/Channel-Partner node down the tree, and allows you to assign
the device and enable it in one single step. The process to do so is as such:

1. Select the Devices menu and click Device Explorer.
2. Toallocate a Device, click Devices under the Partner or Channel-Partner Node
3. Tick the device(s) you want to Deploy

GTcomecr e - |
@ Home
Device Explorer configure and setup your devices

@ Organisations

A Weyland Inc. Devices

£, Permissions 4 Deploy € Decommission

- & Acme Inc

3

o ©) Configurations Devica © Stats. Enabled

. » - Devices

24 Groups - -~

' Hcoe et = Diabiod 2
) Devices - * [ Weylandlnc.
(& Configurations
L C omen
22 Applcations 1htest
() Configurations
© Fimware P Devices
B Assats L
() Configurations
&, Prople - v Devices
£ ANDROID-0899409426
[1] Companies - . UK
) Configurations
» | Dewices
%, Owerrides hd » South 1 record
. (%) Configurations

4. Click on Deploy This should bring up a new window
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Pick target

Search for a target organisation or node

Search

Type in search term to find the node you want to move

your devices to:

a

+ Find the target you want to move your devices to.

= You can select any node in the tree.

= ‘You are moving devices from the Weyland Inc.

node.

Select devices

Complete deployment

Devices selected: 0

Nodes Found

Next

5. Type in the name of the node that you would like to deploy to & then click on the Node’s name

L]

Pick target
Search for a target organisation or node

Search
Type in search term to find the node you want to move

our devices to:
|[ south| ‘ Q

« Find the target you want to move your devices to.

* You can select any node in the tree.
« You are moving devices from the Weyland Inc.

node.

Select devices
Devices selected: 0

Nodes Found

v Weyland Inc.
T fyZorg
M ® UK

e South

.

Complete deployment

Next

6. Click Next

7. Select devices to be transferred, by setting your list on the right under “Devices to be transferred”.
Devices can be moved between the lists by ticking them and then clicking “>” to add them, or “<” to

remove them.

gtclocks.com
+1 800 989 5197
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Available devices

Search for a device

[ ] [ ] L]
Pick target Select devices Complete deployment
South Devices selected: 0

1Device Devices to be transferred 0 Devices

Search for a device

FP-GT8~99990001

No devices

8. Click Next

9. Confirm that the device list is correct

10. Tick “Assign devices when moving” & “Enable devices when moving” if you would like the device

assigned/enabled

Pick target

South

Devices to be transferred from Weyland Inc. to South:

~ 1Device to be transferred from Weyland Inc. to South

Select devices Complete deployment
Devices selected: 1

FP-GT8~99990001

v Advanced Options

Assign devices when moving Enable devices when moving

11. Click Complete the Transfer

gtclocks.com
+1 800 989 5197

Previous Complete the Transfer
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Assigning/Moving Company Devices
In GTConnect you can either move or assign devices, both fulfilling similar functions: Moving, which

lets you relocate a device beneath a company but not out of a companys node structure. Assigning it
can only be done down the tree, but additionally it sets the device state to Assigned

To move/assign a Company’s devices to or between structural nodes, do the following:

1. Select the Devices menu and click Device Explorer.
Use the hierarchy and select Devices under the required Company or Structural node.

3. Select the check box(es) next to the device(s) you want to Assign/Move. You can use the State column
filter to sort devices, so that only unallocated/unassigned devices are displayed.

4. For information, the name of the device(s) is displayed.

GTcomsecr |
@ Home
Device EXplorer canfigus and setup your devices
@ Organsations
A Menagernes Zorg Devices
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Configurations S 4 Mo © Assign © Unassign @ Decommission
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b ©  Oeies ¢ Stae Eravied Online state
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igurations FR-GTB-99990001
cCond o oo ] I < oty | [ P
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Configurations
& Frmears (=T .
R o
Confgumations
R Peope - T Devies
& ANDROID-0899409628
{11 Compenies ) FR-GTE-99990001
@ People o
Configurations
Ovarrices. 4 Devices 1 record
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5. Inthe location list box, select the name of the Company or Structural node where the device is to be
allocated. You can also select multiple devices at this screen

Pick a location in the tree where you want to assign the devices

| F ease select

v Zorg
v UK

X Close + Submit

6. Click Submit to commit your selection or click Close to abandon the allocation.
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Unassigning/Decommissioning Devices

Devices can either be Unassigned, which moves the device to the Company node, and sets the state
to “Unassigned”; or they can be Decommissioned which sends the device back to the organisational
unit above that assigned it to the company (If the user is defined on a company and the device was
allocated via a Channel-Partner node, it should return to the channel partner node; if the user is
defined on a Channel Partner node and the device was allocated via a Channel Partner node, it
should return to the Channel Partner node; if the user is defined on the Partner node, then the
device should return to the Partner node), and then sets the state to “Unassigned”

If any devices need to be unallocated/Decommissioned at Company or Structural node level, do the
following:

1. Select the Devices menu and click Device Explorer.
Use the hierarchy and select Devices under the required Company or Structural node.
3. You can use the State column filter to sort devices, so that only unallocated/unassigned devices are

displayed.
@ Home
Device Explorer configure and setup your devices
@ Organisations &
e South Devices
£ Permissions ]
v & Acme inc
°
I Configueations Device State Enabled Oniine State
» Devices
£ Groups 59990001
» [l Core o e ! Assigned Enaied | = Cortig | = Duta e s
I Devices - v [ Weylandine.
Configurations
= b omen
% Appications T e
(%) Configurations.
@ Firmware b 2 Devices
I Assets h 2o
) Canfigurations
2 People o ¥ L Devices
- - UK
(1] Companies Configurations
¥ Devices
[ People
hd » South
%, Overrides Configurations 1 record
| e

4. Select the check box(es) next to the device(s) you want to unassign/decommission and click Unassign or
Decommission.
5. Click Yes on the confirmation to unassign or decommission the device or No to abandon the action.
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Reallocating Devices Between Channel-Partners

There may be occasions where a device needs to be moved to a different Company within the
Organisation. In this case you must Decommission the device and then deploy the device to the new
company.

If a device needs to move to an alternative location within the Organisation, you can move it as was

explained in the “Assigning/Moving Company devices” section. Examples of the various possible
movements are shown here.

Managing Applications & Firmware
Note: if you are unable to see or use this functionality, it is because you don’t have the relevant

permission.

The Application & Firmware pages allow you to upload Applications/Firmware. It is possible for you to
upload multiple versions of an App: such as EasyClock.

GTconneet e - |
@ Home
Application EXpIOrer ugioas and manage Packages
@ Organisations v
) Devices
Application Package Store Upload
[} Device Explorer
_ s -

& Firmware Android System WebView Versions
e Package Information

- - ENE
Name
& People v
B ) _ e

{9 GTEasyClock Supported Devices OB GO GomR  SMTSTS

Grosvenor Technology Ltd ~ Version 230

$® DataDistribution v

Package Type Package Size 7418 MB
GT-EasyCloek
- System v Package State

GtRemoteTestaccess Crested: Fab 18, 2026, 2:29 PM (Mr Martynas Bucas)

Modified: Feb 18, 2026, 229 PM (Mr Martynas Bucas)
IT EasyClock-WS. D efdb35b6-1713-4021-9105-08decer8sbea 101
ItTestinfo

0 Delete

OOEM Device Setup
OEM-Access

To view details for either an Application Package or Firmware Package, click the relevant tab. To view
details about a specific Package:

Under Application Packages or Firmware Packages, select the required item, next select the
required version. The Packages Information section automatically updates to reflect your selection.
Note: the details are automatically included within the download.
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Uploading Applications or Firmware

In order to upload an Application or Firmware, you need a Zip file. To upload the file either drag- and-
drop it onto the designated area on the Upload tab of the correct page or click the designated area
and navigate to the file’s location.

To upload an Application or Firmware, do the following

1. Select the Devices menu and click Applications/Firmware.
2. Onthe Applications or Firmware page, Click the Upload tab.

GTconnecr P - |
& Home
Application EXplorer ugcas and menage packages

@ Organisations &

o Bl Application Package Store pload

& Permissions

2 Users Upload

Upload an Application archive (.ZIP) by dragging it onto the upload area.

20 Groups After a successful upload the archive will be processed and checked - this process can take several minutes so please be patient.
- Devices A E

[4 Device Explorer

Click or drag file to this area to upload

_ s

{8} Firmware
& Assets

2 reopie -

3. Either click the dedicated upload area, so that you can navigate to the location of the Application or
Firmware or drag-and-drop the Application or Firmware zip file to dedicated upload area.

4. When the zip file has been uploaded it is then processed and checked. When successful, the Application
or Firmware is displayed on the relevant tab. For example:
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Application EXplorer igica o mansge sackages

@© Orgonisations

Upload

Application Packages.
_ Package Information
T EasyClock WS

[ Device Explorer

@ Firmware

@ Assets

2 People -
[l: Companies

O Delete
() People

. Overrides

Managing Assets
Note: if you are unable to see or use this functionality, it is because you don’t have the relevant
permission.

The Asset Explorer is a repository where you can upload files, such as graphics and policies. When an
Asset has been uploaded, it is displayed on the Device Explorer page, where it can be selected and
then pushed to every device for the specified Channel-Partner, Company or Structural node.

Using the Asset Explorer page

The Asset Explorer page is a repository for graphics and files. When you select an Asset, the Assets
tab updates to display relevant information about the file: for example, which devices are supported
and the Asset’s status.

Assets can be stored at any level within the device tree. All child nodes of a node where an asset is
uploaded will inherit access to that asset, including their own descendants.

To display the Asset Explorer page, select the Devices menu and click Assets.
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Asset Explorer  upicos and manage Assets

1 Device Explorer

* @& Acmeinc

2 Applications A Core

¥ [ Weylandinc.
1 test

2 People - Prease select 8 channel partner or a company 1o use ssets.
* South

@ Settings

Uploading Assets
To upload an Asset, do the following:

1. Select the Devices menu and click Assets.
2. Onthe Asset Explorer page, click the Upload tab.

+ Asset Name:
Device Family:  GT Clock v
# File Type:  Elatec Configuration v

Upload:

Click or drag file to this area to upload

Supports single upload only.

gtclocks.com
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3. Enter the following information:

o Asset Name. Enter the name of the Asset you want to upload.

o Device Family. Use the list box to select the device series type: for example GT.

o File Type. Use the list box to select how/where the Asset is to be used: for example, Idle Image
Background.

o Upload. Either click the upload area and navigate to the Asset’s location or drag- and-drop the
Asset file into the dedicated upload area.

4. When the Asset has been successfully uploaded, the asset tab will be shown again
GTconnecr [ e reicose | e - |

@ Home
Asset EXplorer  upioadand manage Assats
@ Organisations

T & Acmeine L Uplead

K renrs e
v [ Weyland Inc. AsctHeme Device Family File Type

iy test

© GTlogo e & [pr—— PR
¥ fyZog

v ek

o South Asset Information

Asset Name GT Logo Asset State Active |

File Type G ki wmage R File Size INEKE

idieimagefight png

[ #6350000-6030-4392-0M-068360%c1591

3 records

To send an Asset to a device, use the Assets tab on the Device Summary page. For more
information, see “To Send Assets To a ” on page 45.

Managing Configurations

This section discusses how to create configurations at an organisational level, which can then be
deployed to any device within the device tree under this node. On page x it was discussed how to
create a configuration for an individual device.

In this case, configurations refer to any modifications you make to a device, which includes any
graphics/logos and any policies, and so on which then get uploaded onto a device. You can create,
modify and delete configuration items, as required. For more information, see:

e “Configurations” on page 60.

e  “Adding Configurations” on page 60.

e “Modifying Configurations” on page 64.
o  “Deleting Configurations” on page 66.
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Configurations
Configurations refers to a collection of multiple elements, which can include:

Configurations. Specify standards and what needs to be configured: for example, updating Firmware,
table data, and so on. For more information, see “Adding Configurations” on page.60

Assets. This allows you to customise the device, using graphics and policy files. For more information, see
“Adding Assets” on page 63.

Packages. This refers to the Applications and Firmware which are used on devices. For more information,
see “Adding Packages” on page 63.

Adding Configurations
To add Configurations, do the following:

1.

Select the Devices menu and click Device Explorer.
Use the hierarchy and select Configurations under the required Channel-Partner/ Company or Structural
node. If Configuration isn’t displayed under the required node, select the node, using the Organisation

hierarchy, and on the Core Summary section, click Add Configuration.
Click Add.

+ Description:  buttons []

Device Type:

* Type:

Data: ® PLAIN TEXT

X Cancel ~ Submit

4.

gtclocks.com
+1 800 989 5197

Enter the following information:

o Description. Enter the name of the configuration type to make it easily identifiable: for
example, Standard Buttons.

VGI CLOCKS

PEOPLE AND DATA MANAGEMENT

Page 60



o Device Type. Use the list box to select which category of device the configuration is intended for:
for example, GT Clock.

o Type. Use the list box to determine the configuration: for example, whether it is a button
customisation, update request or table data.

o Data. In the box, enter the configuration detail.

5.

Adding Configurations — Toggle View

Click Submit to commit the configuration details. A sequential number is displayed by the tab name to
denote there is X many items available. Alternatively, click Close to abandon the configuration update.

With some types of configuration (such as GT Configuration) you can set individual values if the
configuration, which may be more user friendly. You can switch between this view and XML by
clicking “toggle view”. These act as a wrapper to the XML, so you can toggle the view between will
convert between this view and the standard XML.

To use this type of configuration:

gtclocks.com
+1 800 989 5197

To edit a line click on the edit button ﬁ, then change the path, property name or value and then click
either the tick ' or cross *

To delete a line press the delete button (]

« Deseription:  Config (]
Device Type:  GT Clock
*Type: GT Configuration i -]
Data: @ XML GT Configuration
*. Toggle View + Add
Path Property Name Value
configuration locale en-GB g W
configuration time_zone Europe/London i
configuration time_format 24 P
configuration app_initialized true PG
X Cancel + Submit
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Adding Assets
Assets allow you to customise the appearance of devices using graphics and logos: for example.

Select the Devices menu and click Device Explorer.
Use the hierarchy and select Configurations under the required Channel-Partner/ Company or Structural

node.

3. Onthe Device Explorer page, click the Assets tab.
GTeonnect e - |
& Home

Device Explorer configurs and setup your devices
@ Omganisations v
= e - . Zorg Configuration
_ Configurations . Assets . Packages Send Files
¥ & Acmelnc .
£ Applcations © Configurations N
@ Fi ¥ [ Devices
> [] Core Assets Type
B Assets ¥ [ Weyland Inc.
 Contgns ° cron EC= oo

5 = - » [ Devices

[ Companies T fatest

() Configurations

People P ) Devices

% . T fyZog

(D Clock Groups. ¥ [ Devices

- » UK
E CoreData - y
() Configurations.
1 record
. ¥ [ Devices
4. Click +.

GT Logo

GT Tablet logo

> Cancel +  Submit

e e
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5. Selectthe required Asset. Note: if the Asset you require is not available for selection, it is because it hasn’t
been uploaded. For more information, see “Managing Assets” on page 6-21.

* Asset: | GT Logo v @

Asset Information

Assat Name GT Logo
Asset State
GT Idle
File Type Image File Size NEKB
Right
Destination idielmage
Device Farmiby GT
Name Right.png
Supported
Format PNG . GTB GTID GTi0mk2 SMTS75
Devices
Cresated: Oct 2, 2025, 5:20 PM (GTC-Agent)
Maodified: Oct 2, 2025, 5:20 PM {GTC-Agent)
D £6350400-603b-4392-10N-080e 0Nl SI9 T

® Cancel + Submit

Details for the selected Asset are displayed.
6. Click Submit to commit the Asset or click Close to abandon uploading the Asset to the device.
When new Configuration elements have been submitted, a sequential number is displayed by the tab
name to denote there is X many items available.
Adding Packages

Packages refers to the Firmware on a device. If the Package you require is not displayed it is because
it hasn’t been set up. For more information, see “Managing Applications” on page 6-18.

To add Packages, do the following:

1. Select the Devices menu and click Device Explorer.
2. Use the hierarchy and select Configurations under the required Partner, Channel-Partner, Company or
Structural node.
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3. Onthe Device Explorer page, click the Packages tab.
4. Click Add.

Device Family:  GT Clock
Device Type: GT10-2

+ Package: v @

GT10-2 Firmware (3..0)
GT EasyClock (213.0) it
A v |

5. Enter the following information:

o Device Family. In the list box, select the device range: for example, GT Clock.

o Device Type. In the list box, select the device model.

o Package. In the list box, select the required application or Firmware, and version. The Add
Package dialog box updates to display a Package Information area.

6. Click Submit to commit the package or click Close to abandon the creation of the package.

A pop-up then displays confirmation that the package has been added and a sequential number is
displayed by the tab name to denote there is X many items available.

Modifying Configurations

Note: it is only possible to modify Configurations. It is not possible to modify an Asset elements or
Package elements. If modifications are required, they must be done using either the Applications
menu or the Assets menu.

You can modify the Configuration elements which have been allocated to an Organisation, using the
Device Explorer page.
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To modify a Configuration, do the following:

1. Select the Devices menu and click Device Explorer.
Use the hierarchy and select Configurations under the required Channel-Partner/ Company or Structural
node.

3. Onthe Device Explorer page, the Configurations tab is automatically displayed.
Under Configurations, either click the element you want to modify or in the row, click

5. z Update.

# Description: | GT Buttons
Device Type: = 7 Clock
*Type: | GT Button Definition
Data: & XML GT Button Definition

1  <7xml version="1.8" encoding="UTF-8"7>
2 <root></root>

X Cancel ' Submit

e e
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6. Make the required modifications.
7. Click Submit to commit the modification(s) or click Close to abandon the modifications and close the Edit
Configuration dialog box.
Deleting Configurations
To modify a Configuration, do the following:

1. Select the Devices menu and click Device Explorer.
Use the hierarchy and select Configurations under the required Channel-Partner/ Company or Structural
node.

3. Onthe Device Explorer page, the Configurations tab is automatically displayed.

To remove a Configuration element, under Configurations, click ﬁ Delete.
5. Onthe confirmation dialog box, click Yes to commit the deletion or click No to abandon the deletion.

Pushing Configuration Elements to Devices

When Configuration elements have been set up it is then possible to push the data to the selected
Organisation. To push all Configuration elements simultaneously, use the Send Files tab on the Device
Explorer page. Alternatively, to push individual elements, use either the Configurations tab or Assets
tab.

Note: in order for data to be pushed to a device, the device’s state must be Assigned, set to
Enabled and be Online. This is done on the Device Summary page: for more information, see
“Using the Device Explorer Page” on page 36.
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Pushing All Configuration Elements to Devices
To push all files to devices, do the following:
1. Select the Devices menu and click Device Explorer.
2. Use the hierarchy and select Configurations under the required Channel-Partner/ Company or Structural
node.
3. On the Device Explorer page, click the Send Files tab.

Device EXPIOrer corqus s s jou dmices

e Zorg Configuration
R @ n o
¥ @& Acmeinc
35 Aspication
d Congurations
Setect whet 10 send Aomenc O Firger Consent
Fermare o0 -
> Bowe £ Sewect 3t types
& fesets v a .- I*fcv—mwxm
Contguratons. ) Apgicancrs.
R reoge v 5 o Basic Conrection Detals (GT)
2 DutaDetntumcn v Y A & Confgratom
Confqurations @ Frmave g 0 Gluge
W Syytem 24 4 Devices b
@ 2o ) Phoonm st st o wae G Bumons
Qrn— sl oml
» Devices devem
- .
Configuretions
» Devicns
v * Soum
Configurations
’ Davice

4. You can then specify what is pushed to the Organisation’s devices:

o Toview allthe Configuration elements to the selected Organisation, select the Send All check
box. A summary of all the elements is displayed. Under the Organisation’s name, select the
check box(es) for each Configuration element you want to push to the devices.

o Toview a sub-set of the Configuration elements, select the check box for each element: for
example, Assets and Firmware. All the Organisation’s elements which have been set-up for the
selection are displayed. Under the Organisation’s name, select the check box(es) for each
Configuration element you want to push to devices.

5. Click Send All to push all Configuration elements to the selected Organisation(s). Alternatively, select the
check box(es) for each Organisation you want to push the Configuration elements to and then click Send
Selected to only push the elements which have the check box(es) selected to the selected
Organisation(s).

A pop-up is then displayed when the devices’ Configuration elements have been synchronised.
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Pushing Individual Configuration Elements or Assets to devices
If a Configuration element or Asset element needs to be pushed to devices, do the following:

1. Select the Devices menu and click Device Explorer.

Use the hierarchy and select Configurations under the required Channel-Partner/ Company or Structural
node.

3. Onthe Device Explorer page, Click Send Now, either the Configurations tab or the Assets tab.
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4. To synchronise the element on the devices, click Yes to send the element to the devices or click No to
abandon the process.
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Setting up a device
When a device has been allocated to a node it can be modified: for example, you can change a logo,

Applications, and so on. To do this:

Select the Devices menu and then click Device Explorer.
In the Organisation hierarchy, under the required node (Channel-Partner/Company), select Devices.

GTeonecr [ oo ] T - |
@ rome
Device EXPIOrer «ongus s s your dnvces
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The Overview page displays all the devices which have been allocated.

3.
4. Locate the required device, either by using the Search box, or using the navigation tools.
5. Either click 2z Update, or double-click the required device. The Device view page is shown
GTcoMECT. [ e cronse | R - |
@ Home
Device EXPIOrer covgum s setun your devees
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B
On the Device Information tab, set the status of the device to Enabled, to allow modifications to be

6.
made. If not set to Enabled, the device is unable to receive any updates.
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7. Enter any additional information, as required
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Device EXPIOrer cooigue s st your devees
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8. Click the Configurations tab.
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9. Click + to create Configurations for the device. For more information, see Adding Configurations on page

+ Description: | Config o
Device Type: | GT Clock v
* Type: | GT Configuration v @
Data: @ XML GT Configuration
. Toggle View + Add
Path Property Name Value
configuration configuration & W
® Cancel + Submit
10. Click the Assets tab.
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11. Click Add.

* Asset: | GTLogo v

GT Logo

Asset Informatiol  GT Tabletlogo

Asset Name GT Logo
Asset State
GT Idle
File Type Image File Size: -
Right
Destination idlelmageR
. N Device Family GT
Name ight.png
Supported
Format PNG GT8  GTI0  GTIOmk2  SMTS’S
Devices
Creatad: Oct 2, 2025, 5:20 PM (GTC-Agent)
Modified: Oict 2, 2025, 5:20 PM (GTC-Agent)
ID: e435060b-6030-4392-10f1-0Bde0IcfSf9f D

X Cancel «  Submit

’ |

12. In the Asset list box, select the required Asset and then click Submit to commit the selection. For more
information, see “Managing Assets” on page 57.
13. Click the Packages tab, to manage the Applications which are on the device.
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14. To add a Package, click Add. For more information, see “Packages ” on page 45 and “Managing
Applications” on page 6-18.
15. Click the Send Files tab to specify what Application, Assets, Configurations, Consents and/or Firmware is
sent to the device.
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i Applcations. O Conourat
o n ¥l Devices Select what to send Acmelnc O Basic Connection Details (GT)
OF Conturson
Y Bcoe Select all types.
- v 8 . Finger Consent
© Configurations, : [T s Corant
2 People v b DDk Applications
B Dota Distribution v P fatest — 209 © GTMW
v ez Configurations G e
it System v o Firmware
o FPGTE-99990001 O  GTlogo
» [ Devices [T e e g
b e © Proase seiect whother yeu

want to snd some of il
assets and files 10 your
devices. d Selocted Send Al

gtclocks.com \Qé GT C LOC I<S
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16. Click Select All to view all the available options to send to the device: alternatively, select the check
box(es) for each item type. On the tab, either click Send All to send all the available options to the device or
select the check box(es) for the required option(s) and then click Send Selected.

17. Click the Logs tab to view device modifications/updates.

Q Home

Device EXplOrer cooigue s setup your devess

© Orparvsations v

P Devces -
7 Device Explorer
¥ & Acmeinc
54 Appicatons Configurations
& Femwore ’ Dovioss
* fCoe
T Assets v 1l Weyaeine,
Configurations
R People v b
B OstaDistrbution v P ofrest
v ey
1 System v Confh
* L Devices
Poek

FP-GT8-99990001
Summary  Devicolformation  Configurstions  Assets [
Lt 30 doys

Description

FP-GTE-99990001 (Device) wos Modified by Joe Greene

For more information, see “Logs ” on page 48.

it

Wostes

Send Flles. Queue Matory

Today at 1221PM

Tocky at 1219 PM

Todey at 12:18 P

Today st 1218 PM

Tockey 9t 27 P

Tockyy 3t 1216 PM

Click the Queue History tab to displays what Configuration items are currently queued for the
selected device and what items have been sent or failed to be sent.

Device EXplorer contigun snd setup your devices

(14 Device Explocer
v & Acmeinc
15 Appiications. Configurations
@ Frmwore Y Obeia
> [Cere
& Assets ¥ [ Weybndinc
5) Configurations
R Pacple & » COevces
B OotaDistribution v P fatest
Y g
W System v pn
> Devices
Yoew

Summary Device Information

FP-GT8~99990001

ActivoQueve T © Delete A¥
Fle Type State Priority
oo s
Processed Queue
Descronon State Priority

Application Update: GT EasyC... A

Coofigwatons  Assets [f]  Packages  SendFies

[ e sricase | e - |
a
Logs - Diagrostics @
Queued Expires.
Apr 82026 173238 AM Newver
T
Queved Compieted
1
Apr 8.2026 113225 AM Apr 8. 2026 113225 AM

If the tab is empty, click Refresh to retrieve the latest queue data. For more information, see “Queue

History ” on page 47.
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Chapter 6: Managing People

People
This Chapter describes the functionality available from the People menu. It includes:

e  “Using the People ” on page 75.
e  “Managing Clock Groups” on page 76.
e “Managing Employee Accounts” on page 81.

Using the People Page

When you select the People menu, the People page is displayed. Due to Data Protection laws your
view of ‘People data’ is restricted. To view People for a specific Channel-Partner or Company, use the
list box and select the required Organisation. The page then refreshes to display the relevant People.

GTconnect e - |
@ Home
People  Manage people Data / Company 1 | Zorg
@ Organisations v
8] B - + add G (_JED Showpeople missing consent
[ Davice Exiorec Neme © External ld Badge Code Modified on Createdon
B Achoat
L G © AvaMitchell 104 Feb 22026, 1220 PM Oct15 2025, 509 PM s ®
@ Firmware
© Cameron Leatherbarrow 219 Now 18 2025, 136 PM Nov 182026, 136 PM s 8
& Assets
©  EthanMiler 102 Oct 15 2025, 529 PM Oct15 2025, 509 PM AR
2, People o
¥ © Isabella Foster 106 Oct 152025, 5:29 PM Oct 15,2025, 5:14 PM s ®
[11 Companies © Liam Robinson 103 Oct 15 2025, 5:37 PM Oct 15 2025, 5:09 PM FAR:]
_ © Mason Reed 107 Oct 152025, 515 PM Oct 152025, 5715 PM s B
» 5D ©  Mason Reed 108 Oct 15 2025, 515 PM Oct 16 2025, 515 PM 2 B
> Groups
© &= © NoahHughes 108 Oct 152025, 5:09 PM Oct15 2025, 509 PM 2 ®
2 & © OiviaCarter 101 Oct 15 2025, 5:03 PM Oct 152025, 503 PM PR ]

£} ExtendedData

To filter the results to display employees who do not have consent agreements, select Show people
missing consent. The page then automatically refreshes to display the relevant employees.

11 records

By default, the following information for a person is displayed. To help locate a specific person:

o Name. The employee’s name.

e External Id. The employee’s number.

e Badge Code. The number the employee enters on the device to access a location.

e Roles. Displays any roles which have been assigned to the employee.

e Clock Groups. This is how people are distributed to a device, which is the same as the Advance
Distribution functionality in CustomExchange. The number denotes how many devices the employee is
enrolled on. For more information on how to assigned to a devices, see “Managing Clock Groups” on
page 76.

PEOPLE AND DATA MANAGEMENT All Rights Reserved
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e Maodified on. Displays the date and time on which the last modifications to the employee’s details were
made.
e Created on. Displays the date and time the employee was created.

To review details for a person, click o expand the view. When you have finished, click ~ to
minimise the view.

For information on how to manage employees, see ““Managing Clock Groups” on page 76.

Managing Clock Groups
Clock Groups define which People are stored on a specific device. Usually, Clock Groups are created
as part of the import system and manage their membership.

Clock Groups can either be:

e  Manually created. Create, modify and delete your own Clock Groups and then assign the required
employees.

e Automatically created. Clock Groups can be automatically created as part of the integration and maps
employees into the required groups.

In the event you want all employees to be on all devices, you only need to create one Clock Group.
Then assign all employees and all clocks to that group.

When all the required Clock Groups have been created you then need to assign devices to the Clock
Group, using the Devices in Clock Group tab.

For more information, see:

e  Creating Clock Groups on page 77
e  Modifying Clock Groups on page 78
o Deleting Clock Groups on page 81

Note: Clock groups are often synchronised from a Partner’s platform and may overwrite changes made
in GTConnect when a regular integration runs.

gtclocks.com @ GT C LOC I(S
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Creating Clock Groups
To create a Clock Group, do the following:

1. Select the People menu and click Clock Groups.
2. Use the Clock Groups list box to select the required Channel-Partner/Company.

Clock Groups Manage Clock Groups / Company [  Zorg

D Devices ~ N
Ry Name External ld Tags People Count Devices Count
5& Applications
Main Clock Group 1 . 7 ®
& Firmware
& Assets
24 People -

£ CoreData

£1 Extended Data

3, (=l
4. Click"+.

1 record

+ Name:

+ External Id:

Tags:

X Cancel v Submit

—

5. Inthe Name box, enter a description for the Clock Group.
6. Inthe External Id box, enter a reference from the Partner’s system.

7.  Click Submit to commit the Clock Group. Alternatively, click Close to abandon the creation of the Clock
Group.

e i
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Modifying Clock Groups

When a Clock Group has been created you can then modify it and assign People and Devices to it. For
more information see:

e  “Modifying a Clock Group’s Name, Tags and External Id” on page 78.
e  “Assigning People to a Clock Group” on page 79.
e “Assigning Devices to a Clock Group” on page 80.

Modifying a Clock Group’s Name, Tags and External Id
To modify a Clock Group’s name and External Id, do the following:

gtclocks.com

+1 800 989 5197 @GT CLOCI(S

1. Select the People menu and click Clock Groups.

2. Either double-click the Clock Group you want to modify or click z Update.

General Info People in Clock Group . Devices in Clock Group .

+Name:  Main Clock Group

+ External Id: | 1
Tags:
Created: Oct 13, 2025, 2:57 PM (Mr Joe Greene)
Medified: Oct 13, 2025, 3:18 PM (Mr Joe Greene)
ID: bb56f5eb-fOce-4735-16f0-08de0861cse? O

X Cancel + Submit

3. Make the required modification(s) to the Group Clock’s name and/or External Id.
4. Click Submit to commit the modifications or click Close to abandon the modifications.
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Assigning People to a Clock Group
To assign employees to a Clock Group’s, do the following:

1.
2.
3.

Select the People menu and click Clock Groups.

Either double-click the Clock Group you want to modify or click Z Update.
Click the People in Clock Group tab.

General Info People in Clock Group . Devices in Clock Group .
People 7| items Main Clock Group | 4| items
Search Search
Name Name
Ethan Miller Ava Mitchell
102 104
Isabella Foster i Cameron Leatherbarrow
106 2419
Liam Robinson < TJ Watt
103 90
Mason Reed Torm Dinham
107 7410
Mason Reed
108
7 records 4 records
|

4. From this screen you can tick the employees which you would like to add to the clock group. If you know
the name of the employee you want to add, start to enter their name in the Search box. The results will
automatically filter to match your entry. Alternatively, to add an employee to the Clock Group, select the
person’s name in the People column and then click the > right arrow: the employee’s name is then
moved to the selected Clock Group column.

5. Alternatively, to add all employees to the Clock Group, in the People column, select the check box next to
Name, to select all the names. Click > right arrow: the employees’ names are then moved to the selected
Clock Group column.

6. Toremove employees from the clock group enter the employee’s name in the Search box, or find the
user in the list on the right and click < left arrow. The employee’s name is moved back to the People
column.

7. Toremove all the employees from the Clock Group, in the selected Clock Group column, select the check
box next to “name” on the list on the right and click < left arrow: the employees’ names are then moved
to the People column.

8. Once you are happy with the changes click the “x” on the top right to close the window.

gtclocks.com
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Assigning Devices to a Clock Group
To assign devices to a Clock Group’s, do the following:

1.
2.
3.

Select the People menu and click Clock Groups.
Either double-click the Clock Group you want to modify or click z Update.
Click the Devices in Clock Group tab.

General Info People in Clock Group . Devices in Clock Group .

Devices (1 item Main Clock Group (1 item
Search Search
Name Name
FP-GT8~99990001 ANDROID-0899409626
GT8 ANDROID
>
<
1 record 1 record

gtclocks.com
+1 800 989 5197

From this screen you can tick the devices which you would like to add to the clock group. If you know the
name of the device you want to add, start to enter its name in the Search box. The results will
automatically filter to match your entry. Alternatively, to add an employee to the Clock Group, select the
devices’ name in the Devices column and then click the > right arrow: the device name is then moved to
the selected Clock Group column.

Alternatively, to add all devices to the Clock Group, in the Devices column, select the check box next to
Name, to select all the names. Click > right arrow: the Devices’ names are then moved to the selected
Clock Group column.

To remove devices from the clock group enter the employee’s name in the Search box, or find the device
in the list on the right and click < left arrow. The devices’ name is moved back to the Devices column.
To remove all the devices from the Clock Group, in the selected Clock Group column, select the check box
next to “name” on the list on the right and click < left arrow: the devices’ names are then moved to the
Devices column.

Once you are happy with the changes click the “x” on the top right to close the window

VGI CLOCKS
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Deleting Clock Groups

When you delete a Clock Group, using the method described here, it doesn’t remove the associated
devices: that must be completed by a System-User: for more information on how to remove devices,

see “Assigning Devices to a Clock Group” on page 80.
To delete a Clock Group, do the following:

1. Select the People menu and click Clock Groups.

2 . Either double-click the Clock Group you want to delete or click T Delete.
3. Onthe confirmation dialog box, click Yes to continue with the deletion or click No to abandon the

deletion.

Managing Employee Accounts

Itis a two-part process to create an employee account: first you enter the employee’s basic details and
then you need to modify the employee account to assign Credentials, Consent Agreements and Clock

Groups.

Note: employee’s data is usually synchronised from a Partner’s platform.

Creating Employee Accounts
To create an employee account, do the following:

1. Select the People menu and click People.

@ Home
People  wanage peopieData 1 Company 1 2org
@ Organisations
D Devices ~ + Add o (_JED Show people missing consent
[2 Device Explarer Name - External id Badge Code
. et
L5 LEEEEED © AvaMitchel 104
Firmware
@ © Cameron Leatherbarrow 29
| Assets
©  Ethan Miller 102
o
M People ©  Isabelia Foster 108
11 Companies ©  Liam Rebinson 03
_ © MesonReed w
% Overrides © Mason Reed 108
) ClockGroups @ HoshHughes 105
S CoreDato © OliviaCarter w01
! Extended Data

Modified on

Today at 9:43 PM

Nowv 18 2025, 136 PM

Today at 9:43 PM

Today at 9:43 PM

Today at 943 PM

Oct 15 2025, 515 PM

Oct 15 2025, 515 PM

Oct 15 2025, 5:09 PM

Oct 15 2025, 503 PM

Created on

Oct 15 2025, 5:09 PM

Nov 18 2025, 1:35 PM

‘Oct 15 2025, 5:09 PM

Oct 15 2025, 5:14 PM

Oct 15 2025, 5:09 PM

Oct 15 2025, 515 PM

Oct 15 2025, 515 PM

Oct 15 2025, 5:09 PM

Oct 15 2025, 5:03 PM

2. Inthe Company list box, select the Channel-Partner or Company you want to assign to the employee.

+1 800 989 5197
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3. Click Add.

A

+ First Name: + Last Name:
+ External Id: Email:
Telephone: Roles:
Verify By : Language:
Job Codes: v
Extra Information
Badge Code: Key Pad: -1
Pin Code: - =)
Credential Tags:
X Cancel v Submit

4.

gtclocks.com
+1 800 989 5197

O O O O O O

@)

O O O O

Enter the following information:

First Name. Enter the employee’s first name.

Last Name. Enter the employee’s family name.

External Id. This ID is from the Partner’s system, usually supplied via the import.

Email. Contact detail for employee

Telephone. Contact detail for employee

Roles. Enter the employees roles, which can include ‘supervisor’ or any other roles to be used
by the application.

Verify By. This is used by the clocks for how a Person can verify their identity on the device.
Language. Enter the employee’s language: that is, the language the device communication
should be displayed in.

Job Codes. Note: Job Codes can only be entered when the employee record has been created
and then modified: for more information, see Modifying ” on page 85.

Badge Code. Enter the employee’s badge code details.

Key Pad. Enter the number the employee needs to enter on the device.

Pin Code. Enter the employee’s Personal Identification Number.

Credential Tags.

YGTI CLOCKS
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5. Click Submit to commit the employee record. When saved, you can then modify the employee record to
add:
e Credentials, see “Viewing Credentials of an ” on page 83.
e  Clock Groups, see “Assigning People to a Clock Group” on page 79. Alternatively, click Cancel to abandon
the process.

Viewing Credentials of an Employee Account
To view Credentials of an employee accounts, do the following:

Select the People menu and click People.

In the Company list box, select the Channel-Partner or Company you want to assign to the employee.
Either double-click the employee you want to add Credentials to or click 4 Update.

Click the Credentials tab.

Hw e

Personal Info Credentials . Clock Groups . Consent History Transactions

Issue Revoke

Enrolling Device Credential Tags Created On Last Modified On
@ ANDROID-0899409626 Nov 18 2025, 1:34 PM Nov 18 2025, 1:58 PM
© ANDROID-0899409626 Nov 18 2025, 1:34 PM Nov 18 2025, 1:58 PM

2 records

Viewing Consent History of an Employee Account
To view Consent History of an employee account, do the following:

1. Select the People menu and click People.
2. Inthe Company list box, select the Channel-Partner or Company you want to assign to the employee.

3. Either double-click the employee you want to add consent Agreements to or click Zz Update.

i PGT CLOCKS
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4. Click the Consent History tab.

PersonalInfo  Credentials . Clock Groups . ConsentHistory  Transactions

Type State Version Device Modified On Expires On
@ Android Face Template 0 ANDROID-08994096... Nov 18 2025, 1:58 PM Sep 22299, 2:57 PM
© Android Face Template 0 ANDROID-08994096...  Nov 18 2025, 1:34 PM Sep 22299, 2:34 PM
© Profile Photo 0 ANDROID-08994096... Nov 18 2025, 1:34 PM () Not Set

3 records

To view who previously created/modified the employee’s Consents as well as what the consent text
was, click  : to hide the details, click

Adding Clock Groups to Employee Records

To add Clock Groups to employee accounts, do the following:

1. Select the People menu and click People.
2. Inthe Company list box, select the Channel-Partner or Company you want to assign to the employee.
3. Either double-click the employee you want to add Clock Groups to or click z Update.
4. Click the Clock Groups tab.
Personalinfo  Credentials (3] Clock Groups [{]  ConsentHistory Transactions
Available Clock Groups | 0| items TJ Watt's Clock Groups [ 1 item
Main Clock Group
>
<

+1 800 989 5197
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To view who previously created/modified the employee’s Clock Groups, click @ : to hide the details,
click

5. Toassign the employee to a Clock Group, use the list box to select the required device.

6. Click Add.
The employee is then automatically added to the Clock Group.

If an employee is added to a Clock Group in error, click T Delete. On the confirmation dialog box,
click Yes to continue with the deletion or click No to abandon the deletion.

Modifying Employee Accounts
To modify an employee account, do the following:

Select the People menu and click People.
In the Company list box, select the Channel-Partner or Company you want to assign to the employee.
Either double-click the employee to or click 2 Update.

Either double-click the employee you want to add consent Agreements to or click 2 Update.

LA

To add a Job Code for the employee, on the Personal Info tab, in the Job Codes box, click to view all the
available codes.

Personal Info Credentials (3] ~ ClockGroups (8]  Consent History Transactions
+ FirstName:  Joe [--] +LastName: Greene
+ Externalld: 0802 Email:
Telephone: Roles: infable supervisor
VerifyBy: none Language:
Job Codes: | |
JCode1
Extra Infol
JCode2
Badge Co! Shipping Line
Warehouse
Pin Code: -
Credential Tags:
Created: Sep 26, 2024, 11:06 AM (Mr Tom Dinham)
Modified: QOct 8, 2025, 2:23 PM (Mr Sam Alcock)
i D: 048328bc-bf4f-494b-d2ed-08dcd36ci7b ©

6. Select the required code. You can assign multiple Job Codes: to do this, repeat the selection process using
the list box.

7. Make any other modifications, as required.
Click Submit to commit the modifications or click Close to abandon the modifications.

Deleting Employee Accounts
To delete an employee account, do the following:

1. Select the People menu and click People.

gtclocks.com @ GT C LOC I(S : \CGTC\oiks
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2. Inthe Company list box, select the Channel-Partner or Company you want to remove.
3. Click W Delete.

On the confirmation dialog box, click Yes to continue with the deletion or click No to abandon the
deletion.

Overrides

As Easy Clock can support punch restrictions, we now track supervisor overrides on the server, for
audit and compliance purposes.

- STAGING Joe Greene

@ Home

o Overrides  supenisor overrices | Company /| Zorg
Organisations v

D Devices A a Search
2 People
Employee Supervisor Device Created = Expires Status
{1} Companies
Ben Adams Austin Jin TestChange3 Todayat 10:55 AM Today at 5:55 PM Expired
(] People
_ Ben Adams Austin Jin FP-GT10-2A~0201046937 Feb 52026, 112PM Feb 52026, 9:12PM Used
® ClockGroups Ben Adams Austin Jin FP-GTI0-2A~0201046937 Feb5 2026, 1:11 PM Feb 52026, 9:11PM Used
& CoreData Ben Adams Austin Jin FP-GT10-2A~0201046937 Feb5 2026, 1:10 PM Feb 52026, 9:10 PM Used
£ Extended Data
Austin Jin Austin Jin FP-GT10-2A~0201046937 Feb 32026, 254 PM Feb 32026, 10:54 PM Used
& Settings
Austin Jin Austin Jin FP-GT10-2A~0201046937 Feb32026, 252 PM Feb 32026, 10:51 PM Used
H DataDistribution v
Austin Jin Austin Jin FP-GT10-2A~0201046937 Feb32026,1:20 PM Feb 32026, 9:20 PM Used
W System v
Austin Jin Austin Jin FP-GT10-2A~0201046937 Feb 32026, 914 AM Feb 32026, 5:14 PM Used
Austin Jin Austin Jin FP-GTI0-2A~0201046937 Jan 302026, 9:53 AM Jan 30 2026, 5:53 PM Used
Austin.lin Austin_lin FR-GTIN-2A=0701046937 130302076 9:51 AM Jan 30 7026, 5:51PM -

13 records

Each instance of a supervisor override will show it’s state (active/used/expired) and on which device
the request originated, who requested it (the supervisor) and for who.

Notifications of supervisor override creation and use can be sent through the Data Distribution
systems to a third party.

o0 ©GT Clocks
A GT CLOCKS o
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Chapter 7: Data Distribution

Data Distribution

This Chapter describes how to manage all the functionality available from the Data Distribution menu.
It includes:

e  “Transaction” on page 87.
e  “Server Actions” on page 93.
e “Managing Direct Data” on page 96.

Transaction Forwarding

Use the Forwarder to specify which transactions are sent either as a HTTP Forwarder or a Service Bus
Forwarder. Transaction Forwarders are attached to a Partner, Channel-Partner or Company using a
Forwarders synthetic node.

Viewing Forwarders Dashboard
When selecting “forwarder”, you will now see a new view has been added to provide visibility about
which Forwarders are active and which are encountering problems.

Dashboard

Acme Inc Summary @ Manage Forwarders
Forwarding volume {last 30 days) Failed Forwarding volume (last 30 days)
80 120000
60 ﬁ 0000

40 July 29,2024 60000
20 Count: 33 30000
o o
Forwarders Ready Forwarder Status Overview
T —
o Ioe
Disabied (6) ® Disatied
I {10)
Forwarder Organisation Status
Fwd 81 Acme lnc Uriknewn
ZorgFwd 1 Zorg Unilrvowm
Fwvd 20 Acme Inc Unikngwn
f— oA R
Fiwd (Device State) Acme Inc ANV AADAAM L [Error
Offline transactions (GT) Acme Inc / A A [Errer

e i
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Creating Transaction Forwarding Synthetic Nodes

Forwarders are used to forward transactions to a third party system (such as a HR system) for
processing. Once a transaction is received from a clock by GTConnect, it will locate its position in the
tree & walk up the tree towards the root, checking every node along the way if there is a forwarder on

the node. If there is, it will evaluate the conditions set on the forwarder, if they match a copy of the
transaction is dispatched to that forwarder; the process then continues to the parent node until it
reaches the root. A node may have multiple forwarders that match that transaction. In that case a
copy is sent to each.

To create a Forwarder, do the following:

1. On the Data Distribution menu, select Forwarder.
2. Onthe Organisation hierarchy, select the required Partner, Channel-Partner or Company.

GT connect

&) Home

@ oOrganisations v

[ Devices ~
[ Device Explorer
% Applications
&1 Firmware
(£ Assets

2 People ~

i DataDistribution ~

[Ceree= ]

] Server Actions
A Direct Data

#t System A

= Audit

JoeGreene.

Forwarders  enage Forwarders

v & Acmelnc
' Forwarders
» [ Core
¥ [ Weyland Inc.
& Forwarders

No forwarders found.

T test
T fyZog
&7 Forwarders
LT

3. Click Add Forwarder.
4. Click Add. To display the Add Forwarder dialog box. For more information, see Creating Forwarders on

page 89.

gtclocks.com
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Creating Forwarders

To create a transaction Forwarder, do the following:

1. On the Data Distribution menu, select Forwarder.
2. Onthe Organisation hierarchy, under the required Partner, Channel-Partner or Company, click

Forwarders.
& Home
Forwarders manage Forwarders

@ Organisations v
[ Devices -

. Device Explorer

v @ hcmeln
i e o
& F > [l Coe
¥ [ Weylandinc.
(& Assets 7 Forwarders
v fytest
B People v oF
5 Deta Distribution ~ T fyZog
" Forwarders

(] Server Actions

A* Direct Data
fit system ~

o Audit

3. Click Add.

Name ©

Forwarder1

HITE Forwarder

Status Enabled

Jm&m.

1 record

Basic Properties
+ Name:
Enabled:

+ Device Family:

+ Type:

+ Destination:

+ Add filter

gtclocks.com
+1 800 989 5197
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4. Enter the following information:
e Name. Enter a description for the Forwarder.
e Enabled. To activate the Forwarder, move the slider to the right L @) , so that it is selected.
e Device Family. Use the list box to select the required device type: for example, GT Clock.
e Type. Use the list box to select the method by which transaction will be sent: for example, Service Bus
Forwarder.
e Destination. Enter either:
o Http Forwarder type. Enter a valid URL.
o Service Bus Forwarder type. Enter a valid Service Bus Endpoint.
5. To specify the Event Name and/or Source Type, Type and Value, click Add a filter to display additional
functionality:

Field Type Value

EventName Include | [Enter value ‘ v X

6. Enter the following information:
o Field. Use the list box to select either EventName or SourceType.
o Type. Use the list box to select Include or Exclude to specify whether you want to send or omit
specific transactions.
o Value. This is a free text box, enter either a value from EventName or SourceType: for example,
if you create an EventName filter, you can pick a value of Transaction to filter just on
transaction events.

7. Click v tick to commit the Filter or click X cross to abandon the Filter.

VGI CLOCKS
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8. Click on properties to add advance forwarder properties. Properties can be configured to be included in
the HTTP header or query string and if the data should be treated as secure (such as an API key). All
properties will be included in the message application properties for service bus forwarders.

Basic Properties
+ Add
Name Value Is Secure Is Header Is Query String Actions
testproperty n """" u ‘:) C’ C’ @

X Cancel v Submit

AS

9. To add a forwarder property click “Add”
10. Enter the advanced properties

o Name: Name of the property that is being added

Value: Value that the property should have

Is Secure: When ticked, hides the value from the Ul

Is Header: Sets the name and value as part of the HTTP Headers
Is Query String: Sets the name and value as part of the URL

O O O O

11. Click on the (0] delete button to delete any forwarder properties if required
12. Click Submit to commit the Forwarder or click Cancel to abandon the Forwarder.

Activating/Deactivating Transaction Forwarding
When transaction forwarding has been set up you can either activate a Forwarder or de-activate one, if
it is temporarily not required.

Activating Transaction Forwarders
To activate a Forwarder, do the following:

1. On the Data Distribution menu, select Forwarder.
On the Organisation hierarchy, under the required Partner, Channel-Partner or Company, click
Forwarders.

3. Either double-click the Forwarder you want to modify or click 2 Update.

4. To activate the Forwarder, move the slider so that it is selected and a tick is displayed @ .
5. Click Submit to commit the activation or click Cancel to abandon activation.

gtclocks.com @ GT C LOC I(S (C:G\T‘C\ocks
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De-activating Transaction Forwarders
To de-activate a Forwarder, do the following:

1.

5.

On the Data Distribution menu, select Forwarder.

On the Organisation hierarchy, under the required Partner, Channel-Partner or Company, click
Forwarders.

Either double-click the Forwarder you want to modify or click Z Update.

Move the slider so that a cross is displayed D .
Click Submit to commit the de-activation or click Cancel to abandon de-activation.

Modifying Forwarders
To modify a Forwarder, do the following:

1.
2.

6.
7.
8.

On the Data Distribution menu, select Forwarder.
On the Organisation hierarchy, under the required Partner, Channel-Partner or Company, click
Forwarders.

Either double-click the Forwarder you want to modify or click Z Update.
On the Edit Forwarder dialog box, make the required modifications.

If you need to modify a filter, click Z Update. Make the required modifications and

then click v tick to commit the Filter modifications or click X cross to abandon the Filter.
Click on “properties” and edit any properties that need to be modified
Click Submit to commit the Forwarder or click Cancel to abandon the Forwarder.

Deleting Forwarders
To delete a Filter assigned to a Forwarder, do the following:

1.
2.

6.

On the Data Distribution menu, select Forwarder.

On the Organisation hierarchy, under the required Partner, Channel-Partner or Company, click
Forwarders.

Either double-click the Forwarder you want to delete the Filter from or click z

Update.

To delete the Filter, click ﬁi Delete. On the confirmation dialog box, click OK to commit the deletion or
click Cancel to abandon the deletion.
Click Submit to commit the Forwarder or click Cancel to abandon the Forwarder.

To delete a Forwarder, do the following:

gtclocks.com
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On the Data Distribution menu, select Forwarder.
On the Organisation hierarchy, under the required Partner, Channel-Partner or Company, click
Forwarders.

. Click (I} Delete.

On the confirmation dialog box, click Yes to continue with the deletion or click No to abandon the
deletion.
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Server Actions

GTConnect can act as a proxy when a device needs information. For example, where schedules need
to be fetched. A URL is received and a call request is then made to the platform which is then relayed
back to the device. This avoids any unnecessary/unknown or untrusted endpoints.

When clicking on server-actions, you will be shown a view which provides visibility on which server
actions are active and which are encountering problems. This view will also highlight the built-in
Server-Actions that GTConnect provides.

A new view has been added to provide visibility on which server actions are active and which are
encountering problems.

This view also highlights the built-in Server-Actions that GTConnect provides.

Server Action volume (last 30 days) Failed Server Action volume (last 30 days)
T & Acmekc .
Server Actions .
» ] Core 1
* [ Weyland inc.
Server Actions .
[am s 7 & s ¢ 7 £ &
Server Actions
T faZog
Server Actions
LT Name Organisation Enabled
Built-in AntipassbackCheck
Built-in GetOnlineState
Built-in RequestQuestionnaire
Built-in OnlineTransaction
Buiit-in AntipassbackCheck
Server Action Zorg Enabled
Server Action Failures

gtclocks.com @ GT C LOC I(S
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Creating Server Actions
Create Server Actions to determine trusted Actions which can allow data transfers to devices.

To create Server Actions, do the following:

1. On the Data Distribution menu, select Server Actions.

GTeommecr S
& Home
Server ACHiONS  manage server Actions
@ Ormganisstions v
& Devices = +
[ Device Explorer Name = Endpoint Enabled
¥ & Acmelnc
54 Applicati 1 .
o ons L) Server Actions Server Action http:f/www grosvenartechnolagy.com/ Enabled 2 @
i Firmware * Hcore
* [ Weyiand Inc.
(5 Assets 1] Server Actions
¥ fytest
2
i People v 11 Server Actions
% Deta Distribution ~ T fyizorg
&’ Forwarders » . UK
A* Direct Data
Hf System ~
= Audit 1 record
2. Click Add
Basic Properties
Enabled:
+ Name:
+ Endpoint:
Payload Type: 0 XML JSON
X Cancel + Submit

3. Enter the following information:
o Name. Enter a description for the Server Action.

o Toactivate the Server Action, make sure the slider displays a tick ' .

e e
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4.

o Inthe Endpoint box, enter the URL to which data can be received from the Server Action, acting

as a conduit for the request, from the device.
o Payload Type: This allows you select whether the contents of the transaction will be XML or

JSON (when XML is selected, the contents of the transaction will remain in a JSON string, but

the outer wrapper is now JSON.

Click on properties to add advance server action properties. Properties can be configured to be included
in the HTTP header or query string and if the data should be treated as secure (such as an API key).

Basic

+ Add

Name Value Is Secure Is Header Is Query String Actions

Properties

No data

X Cancel + Submit

o|

5.
6.

7.
8.

To add a forwarder property click “Add”

Enter the advanced properties

Name: Name of the property that is being added

Value: Value that the property should have

Is Secure: When ticked, hides the value from the Ul

Is Header: Sets the name and value as part of the HTTP Headers

o O O O

Is Query String: Sets the name and value as part of the URL

Click on the W delete button to delete any forwarder properties if required

Click Submit to commit the Server Action or click Cancel to abandon the creation of the Server Action.

Activating Server Actions
To activate a Server Action, do the following:

1.

gtclocks.com
+1 800 989 5197

On the Data Distribution menu, select Server Action.
On the Organisation hierarchy, select the required Partner, Channel-Partner or Company.

Either double-click the Server Action you want to modify or click 2 Update.

To activate a Server Action, move the slider so that it is selected and a tick is displayed @ .
Click Submit to commit the activation or click Cancel to abandon activation.
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De-activating Server Action
To de-activate a Server Action, do the following:

ke W

On the Data Distribution menu, select Server Actions.
On the Organisation hierarchy, select the required Partner, Channel-Partner or Company.

Either double-click the Server Action you want to modify or click 2 Update.

Move the slider so that a cross is displayed D .
Click Submit to commit the de-activation or click Cancel to abandon de-activation.

Modifying Server Actions
To modify Server Actions, do the following:

vk W

On the Data Distribution menu, select Server Actions.

On the Server Actions page, click Z Update.

On the Edit Server Actions dialog box make the required modifications to the Server Action.

Click on “properties” and edit any properties that need to be modified
Click Submit to commit the Server Action or click Cancel to abandon the modifications.

Deleting Server Actions
To delete Server Actions, do the following:

1.

On the Data Distribution menu, select Server Actions.

On the Server Actions page, click (0] Delete.

On the confirmation dialog box, click Yes to continue with the deletion or click No to abandon the

deletion.

Managing Direct Data
Direct Data allows you to view details about the integration with a Partner’s platform and the flow of

data back and forth. Should you encounter any issues, the information provided will assist your Support
Team to identify and resolve the issue.

At Partner level, an Import Component needs to be specified. This Import Component is an
application that is typically written by Grosvenor Technology’s Professional Services Team and is

connected to the Partner, as the owner of the platform integration.

For each Company you can then specify an Import Agent and an Export Agent:

gtclocks.com
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An Import Agent configuration is all the settings necessary to talk to the Partner platform for the

selected Company. For more information, see “Setting up the Import Agent” on page x.

An Export Agent configuration is the same as the Import Agent, except that the configuration connection
to the application running the Export is specified at Company level and as a service bus. This is to allow
configuration per company to be flexibly routed as required. For more information, see Setting up the

Import Agent on page 98.
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Each Channel-Partner and Company has its own dashboard view in Direct Data. To display a
Company’s Direct Data dashboard, select the Direct Data menu and use the Organisation hierarchy

to select the required Company.

‘GTcoNNEcT
& Home
@ Organisations v
2 Devices ~
Lo Device Explorer
% Applications
) Firmware
[E Assets
2\ People v
4 Data Distribution ~
7 Forwarders

] Server Actions

Direct Data manage import & Export settings

¥ [ Weyland Inc.
T fytest
¥ faZorg
Foe K

Dashboard

Import Companent

Transactions Summary (Last 30 days)

Import Job

0 zog

Export Component

Joeam.

Total imparts

a1

Disabled imports

S0

Imports (with Issues)

01

Import Last Ran

Apr B, 2026 7:45 PM

This provides information about each execution of the Agent. To view details for any data entry, click
the required item and a breakdown is automatically displayed, along with the item’s status, which
includes successes, errors and warnings.

gtclocks.com
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Setting up the Import Agent

Use the Import Agent tab to setup Import Agent parameters. To display the Import Agent tab, select
the Data Distribution menu and click Direct Data. Use the Organisation hierarchy to select the required
Channel-Partner or Company and then click the Import Agent tab:

GTeonnecr e - |
& Home
Direct Data  manage import & Export settings
@ Organisations v
@ Devices ~
Dashboard  Import Control 7y Export Agent
(2 Device Explorer
v & Acmelnc Properties
5 Applications ¥ [ Core —
v W I
o Fi ] Weyland Inc. ‘
Uiis Import status
T et @ ,
foggle to enable or disable this import job.
& Assets v
- © it Camponrt
ek
9
8\ People o GTConnect Data Sync Importer
¥ Data Distribution ~
& Forwarders . .
Connection details
] Server Actions + Hostname
_ ”
W system . + Username = Password
s -] . @
a0 Audit

o Import Status: If set to false, this imports from being executed for the Channel-Partner or Company.
Imports are scheduled based on the frequency interval, that is, run an import for data every four hours. If
set to de-activate, this import won’t occur.

e Import Component: This is where you select the valid Import Component for your use case

o Hostname: This is the unique value or location from the Partner that differentiates this Channel-Partner
or Company when making requests to the Partners platform. Typically, this is a value that then gets used
in the Import Agent to make requests to the Partner.

e Username: The Partner platform has security specific to this company - the username is from them to
authenticate on the Partner platform.

e Password: The password is from them to authenticate on the Partner platform.

e  Frequency Interval: Frequency of the import being ran in minutes. In addition, shown here will be the
next planned run of the import agent on that schedule Note: we recommend that you do not make any
modifications to this setting.

o  File Exclusions: Comma separated list of core & extended data types to be filtered out of the data
import

e  Properties can be added in the creation of the Import Component by clicking “properties”. The property
names are dictated by the import component, however you can set the value of them and whether they
are secure

Click Submit to commit the Import Agent setup.
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Setting up the Export Agent
Use the Export Agent tab to setup Export Agent parameters. To display the Export Agent tab, select
the Data Distribution menu and click Direct Data. Use the Organisation hierarchy to select the required
Channel-Partner or Company and then click the Export Agent tab:

_ PRE-RELEASE JoeGn:me'

@ Home

Direct Data manage Import & Export settings
@ Organisations v

2 Devices ~
Dashboard  ImportControl  Import Agent
(2 Device Explorer
¥ & Acmelnc E Properties
25 Applications » Cors R

¥ [ Weyland Inc.

v st Export job

8 Assets . - + Export Component
Foe UK

1 Firmware

2 People -
4 DataDistribution ~
£ Forwarders
] Server Actions

== R
* Hostname

#t System ~

o Audit

e  Export Component: This is where you select the correct Export Component for your use case

e URI: This URI is the endpoint that will be used to convey transactions/information to the remote PS
component for the Partner. Typically, this is a service bus, but it could be something else as required
from the Partner.

e Name: Aunique name to differentiate this instance of the Export Agent attached to this node.

e Hostname. The unique remote ID from the Partner for a Company.

e Username. This is used to authenticate to deliver into the Partner platform.

e Password. The password is used to authenticate to deliver into the Partner platform.

e  Properties can be added in the creation of the Export Component by clicking “properties”

e The property names are dictated by the export component, however you can set the value of them and
whether they are secure

Click Submit to commit the Import Agent setup.
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Chapter 8: Diagnostics

Managing Device Diagnostics

Note: only experienced Support staff should use the device diagnostic area.

From the Device Summary page you can view comprehensive information about a device, as long as
it has the new GTConnect firmware activated, that it, loT Enabled is displayed on the Device
Summary page.

To view Diagnostic information for a specific device, select the Devices menu and then click Device
Summary. Use the Select Device list box to identify the required device and click Diagnostics.

(GTCONNECT FP-GT8-BL-0301021242 Firmware Link: Comected  Application Link: Connected

Overview  Confi i Events C Historic Logs jvelogs Metrics Uploads Interactive View Reboot
Details Modules Applications
Device Status
Status: idle
Status Detail:
Device Info Network Firmware
Device Type: gt8 DNS: 172.16.0.61,172.16.0.20 Version Name: 3.1.0
Part Number: FP-GT8-BL~0301021242 Gateway: 172.16.0.254 Version Code: 301000999
PCB Revision: 1V4 eth0
PCB Tested: 2025-8-14 MAC: 00:01:ce:03:06:6c
IP: fe80:6e91:dee0:d342:7532
IP: 172.16.2.199

Twin Version: 61

Note: if you go to this view with an older device a message is displayed informing you that you need to
upgrade.

At the top of the page, the following buttons are available:

gtclocks.com
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Reboot. Click to reboot the device.

Restart App. Click to restart an Application on the device.

Clear State. Click to remove all configuration/application/firmware from the device.

Reconnect. If a device is Offline, click Reconnect so that it becomes Online and visible within GTConnect.
Factory Reset. Click if the device needs to be reset to the original default settings.

Boost Log. Increases what is logged by a device, for an hour, so you can see in more detail what it is
doing.
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The following menus are available:

e Overview: for more information, see “Overview ” on page 112.

e  Configuration: for more information, see “Configuration” on page 104.

e Events: for more information, see “Events ” on page 106.

e Commands: for more information, see “Commands Menu” on page 107.

e  Historic Logs: for more information, see “Historic Logs ” on page 108.

e Live Logs: for more information, see “Live Logs Menu” on page 109.

e Uploads: for more information, see “Uploads Menu” on page 111.

e Interactive View: for more information, see “Interactive View ” on page 112

Overview Menu
e  (Click the Overview menu to view the:
e Details tab. This tab displays an overview about the device: for more information, see page 101.
e Modules tab. This tab displays information about the modules which have been installed on the device:
for more information, see page 102.
e Applications tab. This tab displays which Applications are installed on the device: for more information,

see page 104.
Details Tab
When you click Diagnostics from the Device Summary page, the Details tab is displayed by default.
GTCONNECT FP-GT8-BL-0301021242 Firmware Link: Comected  Application Link: Connected Joe Greene  Logout
Overview  Configuration  Fvents G HiﬂQﬂLLQgsLhL&LQQSMESDLCSUQM&IDS&HQiM&« n

Details  Modules  Applications

Device Status
Status: idle
Status Detail:
Device Info Network Firmware
Device Type: gt8 DNS: 172.16.0.61,172.16.0.20 Version Name: 3.1.0
Part Number: FP-GT8-BL~0301021242 Gateway: 172.16.0.254 Version Code: 301000999
PCB Revision: 1V4 eth0
PCB Tested: 2025-8-14 MAC: 00:01:ce:03:06:6c
IP: fe80:6e91:dee0:d342:7532
IP: 172.16.2.199

Twin Version: 61

Device Status
This section displays whether the device is active or in an idle state. If additional information is
available, it is displayed in the Status Detail section.
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Device Info
The following information is displayed about the device:

e Device Type: for example, GT8, GT10, and so on.
e  Part Number. The device’s unique identification number.
e  PCB Revision. The PCB version number.

e PCB Tested. The date on which the PCB was tested, in the format: YYYY-M-D.

Network
The following information is displayed about the device’s network settings:

e DNS: the Domain Name Server Address.
e Gateway: the Gateway IP Address.

Firmware
The following information is displayed about the device’s firmware:

e Version Name. The version number of the firmware.
e  Version Code. The firmware’s version identification number.

Modules tab

The Modules tab displays details about the modules installed on the device, such as biometrics.

(GTCONNEET FP-GT8-BL-0301021242 Firmware Link: Connectsd  Application Link:  Coonected

T R - | - o | o s ] oot J sy et J ot o0

Details  Modules  Applications

Bio Reader Camera Microphone
Description : Suprema Slim Present : true Present : true
Fwwer:V34

Identify user fingers limit : 10000
License : RM-IDENT-10K

Mame : sensor.supremaslim

Fart no : RM-SP-SFSLIM-GT10~00003734

FPoe Readlers 0

Fart na : built-in Fu ver : TWH4/B1.64/NCFA,64/400M1,30/P1
Fart na : RM-ELATEC-A2~00000142
Port : usb_reader

Type : reader_type_ush_elatec

+1 800 989 5197
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Readers 0
The following information is displayed about the device’s Reader:

e Type. The type of reader installed in the device.

e  Port. This is the internal connection used for ReaderO.
e  Fwver. The Forwarder version number, if available.

e  Part no. The Reader’s identification number.

Readers 1
The following information is displayed about the device’s Reader:

e Port. This is the internal connection used for Readerl.
e  Fwver. The Forwarder version number, if available.

e Type. The type of reader installed in the device.

e Part no. The Reader’s identification number.

Poe
The Power over Ethernet is either built in or an external Module which is installed.

e  Partno. If the Module is not built in, the PoE part number is displayed.

Camera
This displays whether a camera has been installed on the device.

e Present. If true is displayed it denotes that a camera has been detected on the device.

Microphone
This displays whether a microphone has been installed on the device.

e Present. If true is displayed it denotes that a microphone has been detected on the device.

lo Modules 0
This displays details about the number of internal and external Modules.

e Num external readers. The number of external readers.
e Num inputs. The number of inputs.

e Num outputs. The number of outputs

e  Part no. The part number of the Reader.

gtclocks.com ©GT Clock
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Applications Tab
The Applications tab displays the software running on the device.

(GTCONNECT FP-GT10-2A-0201046615

Details

Modules

GT-EasyClock

2.10.0

Twin Version: 1693

Configuration Menu

Applications

Firmware Link: Comected  Application Link: Connected

JoeGreene Logout

The Configuration menu displays all the Configurations on the selected device. To display the
Configuration page, from the Device Summary page, click Diagnostics. Click the Configuration menu.

GTEoNNEEY  FP-GT10-2A-0201046615

Overview  Configuration  Events  Commands  Historic Logs

O Refresh

& Clear All
Application
com_gtl_android_gtbio
com_gtl_android_gtconnect
com_gtl_android_gtconnect
com_gtl_android_gtconnect
com_gtl_android_gtconnect
«com_gtl_android_gtconnect
com_gtl_android_gteasyclack

com_gtl_android_gteasyclock

com_gtl_android_gteasyclock

™ Export

Firmware Link:

Connected

Joe Greene Logout

Application Link: Connected

livelogs  Metrics  Uploads  Interactive View
Setting T  Reported Value T  Desired Value Y State T
a
debug_logging false
gtconnect_debug false

gtconnect_enabled
gtconnect_iothub_protocol
gtconnect_proxy_password
gtconnect_proxy_username

app_device_id

app_device_id_creation_method

app_proxy_password

true

amgps

FP-GT10-2A~0201046615

partho

SENIS N N NN NN A

-w----

A

To ensure the page view displays the latest information for the device, click Refresh. The columns can
then be filtered, as required.

At the top of the page, the device name is displayed and the device’s status: for example, Connected

gtclocks.com
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Modifying a Configuration value

7
1. To modify a specific Configuration value, in the relevant row, click Edit.

Edit x

Desired Value

3. Inthe Desired Value box, enter the required modification. When a value is entered it makes a
modification for the selected property that will be actioned on a device. This allows you to make quick

modifications to a device: however, these properties are typically set using Configuration via GTConnect
device Config.

4. Click Update to make the modification or click Cancel to abandon the modification.

When the associated row turns green and the state is set to “match”, that means the clock is
reporting the same value back

Clearing a Configuration
1. From the Device Summary page, click Diagnostics. Click the Configuration menu.

W
2. To delete a specific Configuration, in the relevant row, click Delete. The Configuration is then
automatically cleared. (Note: This does not delete the actual setting, but just clears the desired value)

Clearing all Configurations
1. Toclear all the configurations from the device, do the following: From the Device Summary page, click
Diagnostics. Click the Configuration menu
2. Todelete all the Configurations, click Clear All. All the Configurations are then automatically and
permanently cleared. (Note: This does not delete the actual settings, but just clears the desired value)

i PGT CLOCKS
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Events Menu

The Events page displays the activity which has occurred on the device along with an activity log, which
can be exported to an Excel spreadsheet. To display the Events page, from the Device Summary
page, click Diagnostics. Click the Events menu.

(GTCONNECT FP-GT10-2A-0201046615  Firmwarelink: Comected  Application Link:  Connected Joe Greene Logout

Factory Reset

Overview  Configuration ~ Events Commands  Historiclogs Livelogs  Metrics  Uploads  Inferactive View Restart App

7 Days v Enter seach text here (optional) Select event types

8 totairesutisberween 20/10/2025 08:14:22 .04 20/10/2025 20:20:33

Wed Thu Thu Fri Fri Sat Sat Sun Sun Mon Mon Tue Tue Wed Wed
12:00 00:00 1200 00:00 12:00 00:00 12:00 00:00 12:00 00:00 12:00 00:00 1200 00:00 12:00
W device connected
[ Export to Excel
Timestamp (UTC) Entity Type Message
2025-10-20 20:20:33.722 cloud.gtconnect device.connected ] N
2025-10-20 20:20:33.703 cloud.gtconnect device.connected 0

2025-10-20 15:18:15.947 cloud gtconnect device.connected i

The graph displays the date and time range as well as duration on which the Events occurred.

To locate a specific Event in the Select event types box, enter the name of the Event and press
ENTER. The graph then automatically updates to reflect the Event filter.

The date range on which you view Events can be modified. Use the list box to select the required
range, which spans from 30 Days to 1 Hour. When a value other than the default 7 Days is selected,
the graph automatically populates to reflect the selection.

Exporting Events
1. From the Device Summary page, click Diagnostics. Click the Events menu.
2. You can filter which Events are displayed using the Events box and/or by duration.

Note: when you have active filters set, they are applied/used in the export file.
3. Under the graph, click Export to Excel, to export the filtered event list.

4. The datais then exported to .xIsx and downloaded to your device.
5. The spreadsheet can then be renamed and saved to a location of your choice.
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Commands Menu
The Commands tab shows you a list of commands that have been sent to the device through
GTConnect.

GTconneer FP-GT8-BL-0301021242 Firmware Link: Cowestes | Application Link: Cannested Joe Greene Lazout

Overview Configuration Events Commands Historic Logs Live Logs Metrics Uploads Interactive View

¢ Refresh B Export to Excel

Submitted At (UTC) T Type T  SubType T User Y  State Y  Completed At (UTC) T
2025-10-07 14:25:59 fw/vl/command restart Mr Joe Greene Completed 2025-10-07 14:26:02
2025-10-07 14:00:59 fwivlfcommand restart Mr Joe Greene Completed 2025-10-07 14:01:00
2025-10-07 14:00:47 fwivlfcommand restart Mr Joe Greene Completed 2025-10-07 14:00:48
2025-10-07 13:5%:51 fwivlfcommand restart Mr Joe Greene Completed 2025-10-07 13:5%:52
2025-09-1217:09:33 fw/vi/boost-log Mr Stephen Woolhead Completed 2025-09-12 17:0%:34
2025-09-10 08:09:45 fw/vi/command restart Mr TJ Watt Completed 2025-09-10 09:09:45
2025-09-10 08:50:32 fw/vi/command restart Mr TJ Watt Completed 2025-09-10 0&:50:33
[l 4 1 oM 1-7of Titen

Exporting Commands
To export commands you can do as such:

6. From the Device Summary page, click Diagnostics. Click the Commands menu.

7. You can filter which historic items are displayed using the Sources box and/or by duration and areas of
concern: for example, alert, critical, error and so on.

8. Under the graph, click Export to Excel, to export the current selection to an Excel document.
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Historic Logs Menu

The Historic Logs page displays the device activity. To reduce the number of items displayed, use the
search and Select Sources list boxes. To display the Historic Logs page, from the Device Summary
page, click Diagnostics. Click the Historic Logs menu.

FP-GT10-2A-0201046615 Firmware Link: Connected  Application Link: | Connected JoeGreene Logout
GTconnect
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Use the slider, at either or both ends, to further reduce the data displayed on the graph. As the
selection is modified, the graph updates. Under the graph, you can use the date slider to scale up/ down
the required date range.
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Exporting Historic Logs
To export historic logs you can do as such
9. From the Device Summary page, click Diagnostics. Click the Events menu.
10. You can filter which historic items are displayed using the Sources box and/or by duration and areas of

concern: for example, alert, critical, error and so on.
11. Under the graph, click Export to Excel, to export the current selection to an Excel document.

Live Logs Menu
The Live Logs page displays live information for the selected device. Items displayed on the page can

either be any issues which are detected, as they occur, or for a specified severity range: for example,
critical, error and warn.

To display the Live Logs page, from the Device Summary page, click Diagnostics. Click the

Live Logs menu.

JoeGreene Logout
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Use the slider to determine which severity statuses are included. Additional filter text can be entered in
the box.

As filters are applied, as long as the device has the status of Connected, any message which
correspond to the filter selection(s) are displayed.
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The Metrics page displays the selected device’s face recognition quality and an unsent transaction
count.

To display the Metrics page, from the Device Summary page, click Diagnostics. Click the Metrics
menu.
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Uploads Menu

The Uploads page shows a list of commands and file types available for upload from the applications
manifest. Clicking on one of the file types will make the device upload its current version of the file to
GTConnect, after some time for this upload to complete, you will be able to download the file.

Click Refresh to ensure the latest uploads are displayed for the selected device.

(GTCONNEET FP-GT10-2A-0201046615  FirmwareLink: Comectes  Application Link:  Comected Joe Greene  Logout H

Overview  Configuration  Events Commands  Historiclogs  Livelogs  Metrics  Uploads  Interactive View

Request file from device

Configuration

Action Requests
Conoctogs  DeteDowrondedFles  NTP st Rsond ockigs s rfls  Toce et

Uploaded files:

2 Refresh

FileType T  Uploaded On YT File Size T

actionmap 15/07/2025 09:23:13 186 B E N
buttons 30/07/2024 09:02:15 52.07 KB E3EN |
employeesreport 16/04/2025 11:01:18 121KB = Al

o ©GT Clocks
5 e e

PEOPLE AND DATA MANAGEMENT

Page 111



The Interactive View page allows you to start a remote session to the target device. This allows you to
see the User Interface on the device and interact with it by clicking to imitate touches on a
touchscreen device, or interact with a visual representation of the device’s buttons.

To display the Interactive View page, from the Device Summary page, click Diagnostics. Click the
Interactive View menu & then click ‘Connect’
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Chapter 9: System Audit

System Audit
This Chapter describes how to use the Audit pages on GTConnect.

Auditing GTConnect
The Audit service continuously runs in the background and tracks modifications to all data and
actions performed. To display the Audit log, select the System menu and click Audit.

‘GTCONNECT mm.
@ Home
Audit Logs  audit Logs Overview
@ Organisations v
D Devices -~ CathaE Q
Device Explorer
G Description Service Name Action Type Created (UTC)
2: Applications
+  Site2Clock Group (Clock Group) was Deleted by Joe Greene Deteted Today at 9:43 PM
@ Firmware
+  Person To Clock Group was Deleted by Joe Greene Deleted Today at 9:43 PM
(& Assets
2 People ~ + Person To Clock Group was Deleted by Joe Greene Peopis Ap Deleted Today at 9:43 PM
R DataDistribution & + Person To Clock Group was Deleted by Joe Greene Poopia Ap Doleted Today at 9:43 PM
@ + Person To Clock Group was Deleted by Joe Greene PeopleApt Deleted Today at 9:43 PM
+ Site 2 Clock Group (Clock Group) was Modified by Joe Greene Poopie Apt Modified Today at 9:43 PM
/> Direct Data
+  Site2Clock Group (Clock Group) was Modified by Joe Greene TPeopean | Modified Today at 9:43 PM
#il System
_ + Site 2 Clock Group (Clock Group) was Modified by Joe Greene People Aps Modified Today at 9:43 PM
. +  Site2Clock Group (C i Peopie Ack Modified Today at 9:43 PM

Use the column headings to sort the entries into ascending or descending order. Alternatively, to
locate a specific item, in the Search box, enter a key term to filter the log entries and press ENTER.
The following columns are available:

e Description. Information on the modification which occurred and the name of the User who performed
the modification. Modifications include creating and modifying objects such as devices, people, and so
on.

e Service Name. Identifies where in the system the modification occurred: for example, whether it was a
modification to a Device or People.

e Action Type. Displays whether data was either Added, Modified or Deleted.

e Created. Displays the date and time the modification was made.

To view details for a log entry, click * expand.
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Audit Log Details
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Created On

Changes
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Clock Group Id
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Detetea
08/04/2026 09:43:50+01:00

Current

16/10/2025 05:29:08+01:00

4+ Person To Clock Group was Deleted by Joe Greene

\%

Type
Usermame

Service Name
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*0b0cOc2c)

PersonToClockGroup
Joe Greene
[ Peopiepi |
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